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Before Starting
These are ports involved during the installation for ILMT.

=4 =4 =4 _-8_48_9_5_2_-2

52311
52312
8083
50000
9081
1433
80
443
21

Sites involve when downloading files during installations:

= =4 =8 -8 -9 -9

http://www.bigfix.com
https://gatherer.bigfix.com
https://sync.bigfix.com
https://software.bigfix.com
https://esync.bigfix.com
https://support.bigfix.com
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1 Step-by-step installation of ILMT 9.2.0.2 on Windows 2008
R2 Server

1. Double click the SQL Server installer.

SQL Server 2014

Please wait while Microsoft SQL Server 2014 Setup processes the current operation.

%% SQL Server Installation Center ! 1ol x|

Planning [ == New SQL Server stand-alone installation or add features to an existing installation

Installati Launch a wizard to install SQL Server 2014 in a non-clustered environment or to add features to an
existing SQL Server 2014 instance.

Maintenance

Sl @’ Upgrade from SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server 2012

s

Launch a wizard to upgrade SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server

Resources 2012 to SQL Server 2014,

Options

Microsoft SQL Server2014
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3.

~loix
License Terms

To install SQL Server 2014, you must accept the Microsoft Software License Terms.

License Terms St = o e ;l
Global Rules This limitation applies to
Microsoft Update
Product Updates » anything related to the software, services, content (including code) on third party Internet
Install Setup Fies sites, or third party programs, and
Install Rules o claims for breach of contract, breach of warranty, guarantee or condition, strict liability,
Feature Selection negligence, or other tort to the extent permitted by applicable law.
Feature Rules ; i o
Feature Configuration Rules 1t also applu_as even if Mlcrosof_t knew or should have known about the possibility of the damages.
) The above limitation or exclusion may not apply to you because your country may not allow the
Installation Progress exclusion or limitation of incidental, consequential or other damages.
Complete _I
=
CET |
Copy  Print

¥ 1accept the license terms.

r Turn on Customer Experience Improvement Program ("CEIP") and Error Reporting to help improve the quality,
reliability and performance of Microsoft SQL Server2014.

See the Microsoft SQL Server 2014 Privacy Statement for more information.

* Microsoft SQL Server 2014 also includes aVisual Studio component that will have CEIP settings turned off by
default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studio.

< Back Next = Cancel I

Ioix]
Microsoft Update

Use Microsoft Update to check forimportant updates

License Terms Microsoft Update offers security and otherimportant updates for Windows and other Microsoftsoftware,
Global Rules including SQL Server 2014. Updates are delivered using Automatic Updates, or you can visit the Microsoft
Microsoft Update Update website.
Product Updates I~ UseMicrosoft Update to check for updates (recommended)
Install Setup Files MicrosoftUpdate FAQ
Install Rules J "
Microsoft Update Privacy Statement
Feature Selection
Feature Rules
Feature Configuration Rules
Installation Progress
Complete

< Back I Next = Cancel
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5.

& SQL Server 2014 Setup .

Feature Selection

Select the Express features to install.

License Terms Features: Feature description:
Global Rules The configuration and operation of each instance ~
Microsoft Update Database Engine Services feature of a SQL Server instance is isolated from other
icati SQL Server instances. SQL Server instances can
Product Updates SQL Server Replication : !
e Shared Features operate side-by-side on the same computer.
Client Tools Connectivity .ll
Install Rules Client Tools Backwards Compatibility
Prerequisites for selected features:
Feature Selection Client Tools SDK LS =
Feature Rules Management Tools - Basic Already installed: -
G Management Tools - Complete - Windows PowerShell 2.0
Tetads oo SQL Client Connectivity SDK ~Microsoft .NET Framework 3.5
Server Configuration [] Localpe To be installed from media: v
Database Engine Configuration Redistributable Features < | »
Feature Configuration Rules Disk Space Requirements
Installation Progress -
Drive C: 2535 MB required, 83722 MB available =
Complete
1]
Select All Unselect All |
Instance root directory: ]C:\Program Files\Microsoft SQL Server\ I
Shared feature directory: lC:\Program Files\Microsoft SQL Server\ I
Shared feature directory (x86): IC:\Program Files (x86)Microsoft SQL Server) |
< Back Next > Cancel l Help |
4
b SQL Server 2012 Setup =] = -

Instance Configuration

Specify the name and instance |D for the instance of SQL Server. Instance |D becornes part of the installation path,

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error Reparting

Installation Configuration Rules
Installation Progress

Complete

O Default instance

® Mamed instance: |SQLExpress |
Instance [D: [saLExpRESS |
Instance root directory: |C:\Program Files\Microsoft SOL Servery, | D

S0L Server directon:

C\Prograrn Files\Microsoft SOL Server\hSSOL11.SOLEXPRESS

Reporting Services directony:  C:\Prograrn Files\Microsoft SOL Server\M35RS11.50LEXPRESS

Installed instances:

Instance Mame Instance ID

Features

Edition Wersion

Mext = | | Cancel | | Help
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0

Server Configuration

SAL Server 2012 Setup

Specify the service accounts and collation configuration,

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirerments
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error Reparting

Installation Configuration Rules
Installation Progress

Complete

Service Accounts | Callation

Microsoft recaommends that you use a separate account for each SOL Server service,

Service Account Mame Password Startup Type

S0OL Server Database Engine MT Serviceth 330L$S0L.., Autornatic v

S0L Server Reporting Services MNT Service\ReportServer.., Automatic v

S0L Full-text Filter Daermon Launc... |NT ServicethSSOLFDLa.. Manual

S0L Server Browser NT AUTHORITYSLOCAL .., Autarnatic v
< Back | | et = | | Cancel | | Help

Database Engine Configuration

%% SQL Server 2014 Setup

Specify Database Engine authentication security mode, administrators and data directories.

License Terms Server Configuration | Data Directories | User Instances | FILESTREAM |
Global Rules
Microsoft Update Specify the authentication mode and administrators for the Database Engine.
Product Updates Authentication Mode
Install Setup Files ¢ Windows authentication mode
Install Rules
¢~ Mixed Mode {SQL Server authentication and Windows authentication)
Feature Selection
Feature Rules Specify the password forthe SQL Server system administrator (sa) account:
Instance Configuration Enter password: ]
S CIER e Confirm password: ]
Database Engine Configuration
Feature Configuration Rules Specify SQL Server
Installation Progress WIN-T7UOATORQ27\Administrator (Administrator’ SQL Server administrators have
Complete unrestricted access to the
e Database Engine.
Add Current User | Add... | Remove I
< Back Next > Cancel Help
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9.

10.

SQL Server 2012 Setup

Reporting Services Configuration

Specify the Reporting Services configuration mode,

Setup Support Rules
Feature Selection
Installation Rules
Instance Configuration
Disk Space Requirernents
Server Configuration

Databasze Engine Configuration

Reporting Services Configura...

Error Reporting
Installation Configuration Rules
Installation Progress

Complete

Error Reporting

Reparting Services Mative Mode

O Install and configure.

Installs and configures the report server in native rmode, The report server is operational after

setup completes,

®) |nstall only,

Installs the report server files, After installation, use Reporting Services Configuration Manager

to configure the report server for native mode,

Reporting Services SharePoint Integrated Mode

Installs the report server files, After installation wse SharePoint Central Administration to
complete the configuration, Werify the SOL Server Reporting Services service is started and
create atleast one SOL Server Reporting Services service application, For more information,

click Help.

SQL Server 2012 Setup

Help Microsoft improwe SOL Server features and services,

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Specify the information that you weould like to automatically send to Microsoft to improve future releases

of SOL Server, These settings are optional. Microsoft treats this information as confidential, Microsoft

may provide updates through Microsoft Update to modify feature usage data, These updates might be
downloaded and installed on your machine automatically, depending on your Autornatic Update

settings.

See the Microsoft SOL Server 2012 Privacy Staternent for rore information,

Read more about Microsoft Update and Autornatic Update.

|

Send Windows and 301 Server Error Reports to Microsoft or your corporate report server, This setting

only applies to services that run without user interaction,

< Back ‘ |
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= SQL Server 2014 Setup
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13.

Complete

DX

Your SQL Server 2014 installation completed successfully with product updates.

License Terms Information about the Setup operation or possible next steps:
Global Rules ] ]

Feature Status >

ft te
i Management Tools - Complete Succeede
Micr Upda © ! ol ded
Product Updates Client Tools Connectivity Succeeded
Install Setup Files Client Tools SDK Succeeded
Install Rules b Client Tools Backwards Compatibility Succeeded
Eeature 5 on b Management Tools - Basic Succeeded
Featine Rk Computer restart required ] _XJ
Instance Configur (/“ \] One ormore affected files have operations pending. You must restart your computer after the setup —'-]
Server Configurat WP/ Process is completed.
Database Engine (
Feature Configurz 13
Installation Progre =
Complete . g
Only the components that you use to view and manage the documentation for SQL Server have

been installed. By default. the Help Viewer component uses the online library. After installing SQL
Server, you can use the Help Library Manager component to download documentation to your
local computer. For more information, see Use Microsoft Books Online for SQL Server

(<http://go.microsoft. com/fwlink/?LinklD=299578>).

Microsoft Update j
Summary log file has been saved to the following location:

C:\Program Files\Microsoft SQL Server\120\Setup Bootstrap\L0g\20150917 064318\Summary WIN-
TZUOATQRQ27 20150917 064318.bdt

Close Help I

14. Installation of SQL Server 2014 is completed!

Complete

%% SQL Server 2014 Setup i -0l x|

Your SQL Server 2014 installation completed successfully with product updates.

License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules
Feature Selection
Feature Rules

Server Configuration

Installation Progress
Complete

Instance Configuration

Database Engine Configuration
Feature Configuration Rules

Information about the Setup operation or possible next steps:

| Feature | status [«

“J Database Engine Services Succeeded

“J SQL Server Replication Succeeded

@ SQL Browser Succeeded

4 SQL Writer Succeeded

@ SQL Client Connectivity Succeeded

@ SQL Client Connectivity SDK Succeeded

2 Setup Support Files Succeeded

%

Details:
Viewing Product Documentation for SQL Server il
Only the components that you use to view and manage the documentation for SQL Server have

been installed. By default, the Help Viewer component uses the online library. After installing SQL
Server, you can use the Help Library Manager component to download documentation to your
local computer. For more information, see Use Microsoft Books Online for SQL Server

(<http://go.microsoft. com/fwlink/?LinklD=299578>).

Microsoft Update _'J
Summary logfile has been saved to the following location:

C:\Program Files\Microsoft SOL Server\120\Setup Bootstrap\l0g\20150917 064318\Summary WIN-
TZUOATQRQ27 20150917 064318.txt

Close | Help |

Let's continue with the installation of IEM 9.2. After you copy and extract
the content of the 2 packages | mentioned above, run the IEM setup.

10
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15. Find the BiﬁFix-BES installer.

101.100.218) (Y:) » Installer » ILMT Passport » BigFix Pltfrm_Install_ V95 »

Ider
MNarme B Date modified Type Size
. agents 31/5/2017 10:51 AM  File folder
. linux_server 31/5/201710:51 AM  File folder
|@ BigFix-BES-0.5.5193 A exe 11/4/2007 1:41 PM Application 320,562 KB

16.

IBM Endpoint Hanager Installation Generator - Instal

1BM Eubontﬂmagudnstﬂab;w Generator ﬂs'emp is gem
i : the InstaliShield Wizard, which
‘llingnp!gmt Manager Installati i el quide you through the program
ers E

Installing Microsoft Visual C-++ 2008 SP1 Redistributable Package (x64)

Licensed Materials - Propeny of IBM Corp. @ Cc
|

are trad Ks or reg ks of IBM
code written by third parbes. and in some cases
Pty Lid). Use of weecompat is covered by the G
party code, including modifications made by IBA
notices, are available in the NOTICES file(s) for

11
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17.

IBM Endpoint Manager Installation Generator - InstallShield Wizard x|

Select Install Type

Please select from the following options.

" Evaluation

Request a free evaluation license from IBM Corp. This license allows you to install 3
fully functional copy of the IBM Endpoint Manager on up to 30 clients, for a period of
30 days.

& Production
Install using a production license or an autharization for a production license.

InstallShield

< Back Nest > I Cancel

18.
IBM Endpoint Manager Installation Generator - InstaliShield Wizard X|
Software License Agreement
Please read the following license agreement carefully
International Program License Agreement g
Part 1 - General Terms
BY DOWHNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN
"ACCEPT" BUTTON, OF OTHERWISE USING THE PROGRAM, LICENSEE AGREES
TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS ON
BEHALF OF LICENSEE, YOU REPRESENT AND WARRBANT THAT YOU HAVE FULL
AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO
THESE TERMS,
English Print |
% | accept the terms in the license agreement
" | do not accept the terms in the license agreement
[nstallShield
< Back | Nexst > I Cancel
19.

From this step, you have 2 possibilities. Either choose the first option and
create the authorization file directly in the IEM installer or choose the
second option (I want to install with a product license | already have) and
in this case you need to use the license generator package (CN4HDML)
and create the license separately, then add it to the installer.

Either ways, you need to have the

12
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LicenseAuthorization_ XXXXXXXXXXXXXX_Create.BESLiceseAuthorizati
on file, that can be downloaded from BigFix website after you open and fill
in the 'create_license_file.html' from the IEM License generator package.

Setup Type

Choose the setup type that best suits your needs.

IBM Endpoint Manager Installation Generator - InstaliShield Wizard

Please select from the following options.

| want to install with an existing masthead.

(%" | want to install with an IBM Endpoint Manager license authorization file.

€ | want ta install with a production license | already have.

InstallShield

¢ Back | Next > I Cancel l
20. For this go to folder below to generate the license. Open the
Afcreate |icense.html o at | ocal pC

M01.100.218) (v:) » Installer » ILMT Passport » ILMT_LicGenerator927_winxb4 » BigFix_license_generator_Windows

New folder

Name : Date modified Type Size

@ BESAdmin.exe 2/12/2016 T:03 PM  Application 14,364 KB
|&| create_license_file.html 10/6/2014 2:04 PM Firefox HTML Doc... 8 KB

| generate_license.bat 25/4/2014 1:28 PM Windows Batch File 1KB
| & leftlogo.bmp 2/12/2016 6:29 PM Bitmap image 36 KB
%/ libBEScrypto.dll 2/12/2016 6:30 PM Application extens... 1,466 KB
%/ libBEScrypto6d.dlil 2/12/2016 6:30 PM Application extens... 2,202 KB
| libBEScryptoFIPS.dIl 2/12/2016 6:30 PM Application extens... 1,466 KB
%) libBEScryptoFIPS64.dll 2/12/2016 &:30 PM Application extens... 2,292 KB
|| Microseft.¥C90.CRT.manifest 2/12/2016 6:29 PM MANIFEST File 2KB
%) msvemg0.dil 2/12/2016 6:29 PM Application extens... 220 KB
%] msvep90.dil 2/12/2016 6:29 PM Application extens... 556 KB
%) msverd0.dil 2/12/2016 6:29 PM Application extens... 641 KB
|| obtaining_license.tet 13/1/201711:36 AM  Text Document 4 KB

13
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21.

IBM License Metric Tool

To complete the All-in-One installation that combines the deployment of IBM Endpoint
Manager, IBM License Metric Tool, and IBM DB2, you must create a license file that will be
used to authorize the installation of one of the components - IBM Endpoint Manager.

To create the license file, enter your details in the following form and then click Submit.

— Provide your name, e-mail address and optionally the organization name————

* First name:
* Last name:
* E-mail address:

QOrganization:

Azhim Hadi
Daud
azhim@numasolution.com

|Numa Solution Sdn. Bhd.

Opening IJ'censeAuthorizaﬁon_]j2216]38_Create.BESchenseAuthoriza...g

Submit
‘You have chesen to open: —

...nsefuthorization_152216138_Create.BESLicenseAuthorization

=
which is: Text Document

from: https:/{tem flemetoperations.com cense.bat. When prompted, specify

What should Firefox do with this file?
nse Metric Tool documentation.

() Openwith | Notepad (default) -

i Save File

[7] Do this automatically for files like this from now on.

Copy the file generated and paste it at Server desktop

22. Doublec |l i ck fAgenerate_|license. bato Browse t ¢

authorization at Desktop.

LA B L Application Tools BigFix_license_generator_Windows = -

Horne Share Wiewy Manage " 0
Ij 5 cut 3 x @E [ M item ~ N Eopen ~  BH selectall
W] Copy path b i . l‘ - T:ansyaccess' J @Edit Select none
Copy  Paste Mowe  Copy Delete Rename e Properties o X
2| Paste shortcut to~ tg~ - folder - oo Imert selection
Clipboard Qrganize M e Open Select
\(—:l - t | e ILMT_LicGenerator327_winxgd » BigFix_license_generator_Windows v & | | Search BigFix_license_generat.. 0

3 Favorites Marne “ Date modified Type Size

B Desktop D BESAdrmin 02/12/2016 1203 Application 14,384 KB

4 Downloads =) create_license_file 100672014 14:04 HTHrIL File G KB

=l Recert places generate_license 25/047204 1328 Windows Batch File TKB

| & leftlogo 02/12/2016 1829 Eitrnap irmage J6 KB

1M This PC (| libBEScrypta.dil 02122016 1230 Application extens... 1,486 KB

(%] libBEScryptodd.dll 02/12/2016 1830 Application extens... 2,292 KB

€ Metwork (| liIbBEScryptaFIPS.dIl 02122016 18:30 Application extens... 1,486 KB

(| libBEScryptaFIPSe4.dIl 02122016 1830 Application extens.. 2,292 KB

| Microsoft WCOO.CRT manifest 02M12/2M6 1829 FASMIFEST File 2KB

| msvemB0.dll 02122016 1229 Application extens.. 220KB

%] mswvcp0.dll 02/12/2016 1829 Application extens,., G536 KB

(| msver0udll 02122016 1229 Application extens.. 641 KB

| obtaining_license 137072071136 Text Document 4 KB

14
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23.

=X ChWindowsysystem32hcmd.exne -

sUserssAdministratorsDesktopsILMT PassportsILMI_LicGenerator?2?7_winx64:BigFix
licenze_generator_Windows >BESAdmin.exe smastheadrequestui

Request License

This wizard will collect the information necessary to request a new IBM BigFix
license and create a deployment masthead, which licenses your organization to
use |BM BigFix.

To begin the license request and masthead creation process, please enter the

location of the license authorization file that you received from [BR, ~
1KR
I6KE
License Authaorization Location: 66 KB
92 KE
66 KE
92 KE
2KR
20KE
SEKE

b KB
TWext = | | Cancel AKE

C:\Users\Administrator\Desktop\LicenseAuthorization| | Browse...

24.
=) Request License -

Please enter the DME name of wour IBM BigFiz Server. This narme will be
recorded intoyour license and will be used by Clients to identify the |BM BigFix
Server, It cannot be changed after a license is created.

< Back || MNext = | | Cancel

15
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25. Set the password.

L) Request License

willl be wsed to encrypt the private key file,

not compromised or lost.

Befare finishing ywour license request, wou must create a public/private key pair,
wehich will be used to create and authorize all users of the IBM BigFiz Console.

Please provide the key size that wouwwould like to use, as well as a passaword that

It is important that the key file is stored in a secured location so that it is

Password: | [ — |
Verify password: | ssssssnsl |
ey size: ‘4096 bits V|
T —
‘ < Back | | Create | Cancel

26. Set the location for all the license related details.
astd k) Request License

| x|

Before finishing your license request, you must create a public/private key pair,

- wehich will be used to create and authorize all users of the [BM BigFix Console.

Browse For Folder - size that you would like to use, a5 well a5 a password that

It the private key file,

Please choose a fFolder For vour private key {icense.pvk),
license certificate (license,crt), and site masthead
{masthead. afxm),

B Desktop ~ lost.
B A Administrator
M This PC
I Libraries
D*?I_i Metwork
b B8 Control Panel

¢ Recycle Bin v

| 4096 bits v

Folder: | Dieskkop |

ne key file is stored in a secured location so that it is

< Back H Create |

Cancel

| Make Mew Folder | | [a]4 || Cancel |

16
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27. Set the proxy.
(6] Request License X

YWour request is now ready for subrmission to IBM, Please select a submission
rmethod.

Submit request frormn this rmachine over the Internet. The request will be
®) redeerned for a license certificate (license.crt) and saved in wour credentials

folder,

Sawve request to a file and send to [BM at the URL below, This method may
i~ be necessary if your deployment is isolated from the public Internet. When
" wou click Request, wou will be prompted to save a request file, which can be

redeerned for a license certificate (license.cr).

hitp/fsupportbigfiz.comdbes/forms/BESLicenseRequestHandler.htmi |

< Back | Regquest | | Cancel

28. Key in the proxy detail and test the connection.
Proxy Settings \L‘

Procoy
Address Port

10.24.127 ‘ | 8050 ‘

Credentials

User |

Password |

Confirm password

Information

L]

Exception list

127.0.01 localhost

Test Connection completed with success

Use cornrma () to separate entries,

[(]Enforce proxy tunneling

[[]Use proxy for downstream communi

Authentication Methods
(®) Let the Proxy choose the authentication method

() Allows the Proxy ta choase between one of the following methods:

FIPS compatible FIPS not compatible
Basic Digest
Megotiate
MTLRA
Test Connection | | oK | | Cancel

17
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29. Select the 2nd option and click Request button. A

ifirequest. BESLicenseRequesto wil/l be genera
(6] Request License \il

Wour request is nowe ready for submission to [BM, Please select a submission
method,

Subrnit request frorm this machine ower the Internet, The request will be

® redeerned for a license certificate (license.crt) and saved in your credentials
falder.

Sawve request to a file and send to |BM at the URL below, This method may
~ be necessary if your deployment is isolated from the public Internet. When

" you click Request, wou will be prormpted to save a request file, which can be
redeermed for a license certificate (license.crt),

| http:/fsupport.bigfix.com/besforms/BESLicenseRequestHandler.html |

< Back Request ‘ | Cancel

30. Copy the URL and open it at local PC.
'6) Reguest License -

You should now visit the [BM BigFix license request handler web site at the LURL
below ta redeern your license request for a license certificate (license.cr), After

you have a license.crt file, return to this wizard and click Import, You will be
prompted for the location of your license.crt file,

seReguestHandler.html

< Back Irnport | | Cancel

18



ILMT Installation Guide

3l.Browse the firequest. BESLi censeRequesto

BIGFIX

An IBM Company

ENTERPRISE SUPPORT

BES License Request Handler

The following form can be used to submit a BES license request to BigFix if the BES Installation Generator
is unable to reach the internet to submit your license request during installation.

request BESLicenseRequest

Directions
1. Click the Browse... button above.
2 Mavigate to the BES License Requestfile (request BESLicenseRequest) that was created during the
installation of BES.
3. Click the Submit button.
4. |f approved, you will be prompted to save your public key file (license.crt). Click the Save button to save
the license.cr file.

32.

BIGFIX

An I[BEM Company

ENTERPRISE SUPPORT

3]

BES License Request Handler

The following form can be used to submit a BES license request to BigFix if the BES Installation Generator
is unable to reach the internet to submit your license request during installation.

request. BESLicenseRequest

Opening license.crt

Directions You have chosen to open:
1. Click the Browse... button above.
2. Mavigate to the BES License Req

installation of BES. which is: crt File
3 Click the Submit button. from: http:ﬂgatherer.bigfix.com
4. If approved, you will be prompted Would you like to save this file?

the license crifile.

=/ license.crt

19
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33. Cop t he

filicense.crto to Server. Cl

You should now visit the IBM BigFix license request handler web site at the URL
below to redeem your license request for a license certificate (license.crt), After
you have a license.crt file, return to this wizard and click lmpaort. You will be
prompted for the location of ywour license.crt file,

http:fsupport.bigfizcomfbesforms/BESLicenseRequestHandler.html

Cancel

You must now create a masthead file for your deployment. This file combines

configuration information and license information along with a public key used
to wverify digital signatures.

Wehen wou click Create, wou will be prormpted for configuration infarmation,
and then a rmasthead file will be saved in your credentials folder,

‘ < Back || Create ‘ ‘ Cancel |

fimast head.

af xmo will be created after

20
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35.

Advanced Masthead Parameters

m The default values for these parameters should be suitable for most IBM Endpoint Manager
deployments. For further information about the implications of these parameters, please
contact a IBM Endpoint Manager support technidian.

Server Port Number: 52311

Gathering Interval: IDaY

Initial Action Lock: IUnlocked

Action Lock Controller: !Console

|~ Exempt the following site URL from action locking:

[~ Require use of FIPS 140-2 compliant cryptography.

[V allow use of Unicode filenames in archives,

36. *This is the option you use if you created the license authorization file
separately.

Setup Type

Choose the setup type that best suits your needs.

Please select from the following options.
| want to install with an IBM Endpoint Manager license authorization file.

% | want ta install with a production license | already have.

| want ta install with an existing masthead.

< Back Next > I Cancel
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37. Just browse for the new created license.

@ Import Site Certificate i X

'U( ) | I~ Imt9202windows ~ new_license > ml Search new_license "D
3 Favorites oS | Date modified |rype
Bl Desktop L;] license 9/17/2015 7:29 AM Security Cer
& Downloads

"l Recent Places
4 Libraries

38.

IBM Endpoint Manager Installation Generator St rrd x|

Setup Type

Choose the setup type that best suits your needs.

Bl ® Site Admin Private Key 1. xI|

In order to run IBM Endpoint Manager Administration Tool, you need to specify the location of
the site level signing key for the database you would like to administer.

Site Signing Key (license.pvk)
[ IC:\&niSZ)Zwi\dowshew_icenseVioense.pvk | Browse I
Change Password... I OK | Cancel I
[nstallShield

< Back Nexst > I Cancel I
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39. If the license process completes successfully, you can continue the
installation wizard.
1BM Endpoint Manager Installation Generator - InstallShield Wizard

Choose Destination Location

Select folder where Setup will install files.

Please select the destination of the |IBM Endpoint Manager installation components.

To install to this folder, click Next. To install to a different folder, click Browse and select
another folder.

Destination Folder
{Ez \...\BigFixz Enterprise\BES Installers’ Browse... |
|rrstaliShield

< Back | Nexst > I Cancel I

40.

IBM Endpoint Manager Installation Generator - InstaliShield Wizard X|

Setup Status

IBM Endpoint Manager Installation Generator is configuring your new software installation.

C:\. ABESInstallationGuidehlaunchpadcontenthjahserver. properties

==

[rstallShield

Cancel
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41. Now the IEM install wizard is completed!

InstallShield Wizard Complete

The IBM Endpoint Manager Installation Generator installation is
now complete. The IBM Endpoint Manager installers are
located at C:\Proaram Files (x86)4BigFix Enterpriseh\BES
Installersh

The IBM Endpoint Manager Installation Guide will now launch
to assist you with the Server, Console, and Client deployment.

< Back | Finish I Cancel |

42. Let's deploy the IEM Server

B> Welcome
Install Server
Install Console
Install Clients
Browse Install Folders

Exit

=
IBM Endpoint Manager Installation Guide Select a language: [English +] oK|

Ready to Deploy IBM Endpoint Manager 9.2!

Now that you have provided the information used to customize IBM
Endpoint Manager to your network environment, you are ready to install
the IBM Endpoint Manager components (Server, Console, and Clients).
The Server should be installed first, followed by the Console and then
the Clients.

To begin, click the "Install Server" button in the navigation panel on the
left.

@2 Click here for more information about IBM Endpoint Manager.

Licensed Materials - Property of IBM Corp. @ Copyright IBM Corp. 2001-2015. All
Rights Reserved. 1BM, the IBM logo, and BigFix are trademarks or registered
trademarks of IBM Corporation in the United States, other countries, or both.

Build 9.2.3.68
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43.

# 1BM Endpoint Manager 9,2

IBM Endpoint Manager Installation Guide

Welcome
> Install Server
Install Console
Install Clients
Browse Install Folders

Exit

L JRI=TE]
Select a language: IEninsh vl OK|

Install IBM Endpoint Manager Server

The IBM Endpoint Manager Server communicates with the IBM Endpoint

IBM Endpoint Manager Server - InstaliShield Wizard A 5] all the information

; actions to the Clients.
Select the language for the installation from the choices below. .
= alled first on Windows
Il the IBM Endpoint
elow. Otherwise, click
ion panel on the left,
r, and run the

English (United States)

[ o |

Cancel l

After you install the IBM Endpoint Manager Server, you will need to
install the Console and Clients.

#%] Install the Server on this computer

44,

%, 1BM Endpoint Manager 9.2

Version 9.

are or

IBM Endpoint Manager Installation Guide

Endpoint Manager Server Installer R
92

Licensed Materials - Property of IBM Corp. @ Copyright IBM

_ 1 WSS =loix
Selectalanguage:IEnglish vl OKI

@ 1BM Endpoint Manager Server Setup is preparing the InstallShield
Wizard, which will guide you through the program setup process.

of IBM Corp Plasss Wik

code written by third parties, and in some cases modified by
Pty Ltd). Use of weecompal is covered by the GNU Lesser C
party code, including modifications made by IBM, availabiltiy
notices, are available in the NOTICES file(s) for this software

L}

Extracting: Server.msi
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45.

4 1BM Endpoint Manager 9.2

IBM Endpoint Manager Installation Guide

=10l

Select a language: |English v] 0K|

IBM Endpoint Manager Server - InstallShield Wizard ) l(]
Welcome
B> Install Server
Wel to the InstallShield Wizard for IBM
Install Console Endpoint Manager Server IBM Endpoint
Install Clients . } . ) formation
The InstallShield® Wizard will install IBM Endpoint to the Clients.
Browse Install F¢ Manager Server on your computer. To continue, click
Next. .
Exit on Windows
M Endpoint
herwise, click
| on the left,
un the
~ ill need to
I ,,J
< Back I Next > I Cancel
(%] IBM BigFix = | =] 32

IBM BigFix Installation Guide

Welcome

= Install Server
Install Console
Install Clients
Browse Install

Exit

Select a language:

|IBM BigFix Server - InstallShield Wizard

Enilish 0K|

Select Features

Select the Features setup will install.

Installzhield

Select the Features you want toinstall, and deselect the features you do nok want bo install, jlfents and
[lients and
Descripkion
[w]teb Reports all components For the TEM
BigFix Server pments
lthis
Fe Install
he "Server"
application
148.84 MBE of space required on the C drive | need to
54499,39 ME of space available on the C drive
< Back || Next = | | Cancel
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47.

4 1BM Endpoint Manager 9.2

IBM Endpoint

o =] 3
Select a language: |English vl 0K|

Manager Installation Guide

1BM Endpoint Manager Server - InstallShield Wizard [ x|
Welcome '
Select Database Replication
> Install Server . :
Select the database replication to be used by |BM Endpoint Manager.
Install Console IBM Endpoint
Install Clients ' Single or Master Database Josmation
3 2 o to the Clients.
Browse Install F¢ There is only one database in the deployment, or this is the master database.
R on Windows

Exit k
M Endpoint
herwise, click
| on the left,
in the

' Replicated Database
The database will replicate from an existing database in the deployment. A master
database must already exist. ill need to
InstallShield
< Back I Next > I Cancel
(€ orindpomtiionagersz Ioix

IBM Endpoint Manager Installation Guide Select a language: [English +] oK]

IBM Endpoint Manager Server - InstallShield Wizard ] _>g|

Welcome

Install Server

Install Console

Select Database

Select the database to be used by IBM Endpoint Manager.

Install Clients
Browse Install Fe

Exit

IBM Endpoint
formation

@ Use Local Database R .

Install the IBM Endpoint Manager databases on the local computer. If no database is
installed locally, SOL Server 2008 R2 Express will be installed.

on Windows
M Endpoint
herwise, click
| on the left,
un the
" Use Remote Database
Install the IBM Endpoint Manager databases on a network computer that already has
SOL Server installed. ill need to

|nstaliGhield

< Back l Next > I

Cancel
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49.

50.

IBM Endpoint Manager Installation Guide

A 1BM Endpoint Manager 9.2 =

Select a language: |English vl 0K|

0[]

IBM Endpoint Manager Installation Guide

Welcome

Install Server
Install Console
Install Clients
Browse Install F¢

Exit

IBM Endpoint Manager Server - InstallShield Wizard ﬁ]
Welcome
Choose Destination Location
Install Server Select folder where setup will install files.
Install Console 1BM Endpoint
Install Clients Setup will install the program files for the |BM Endpoint Manager Server in the following formation
folder. to the Clients.
Browse Install F(REE 10 o ctal to i fokder chck Newt. i instal b & clfsen folder ik Biowse ard select A
Exit anather folder. on Windows
M Endpoint
herwise, click
| on the left,
in the
ill need to
Destination Folder '
’VC:\...\BigFix Enterprise\BES Server Browse... I
InstallShield
< Back | Nezt > I Cancel |
T =

IBM Endpoint Manager Server - InstaliShield Wizard x|

Server Properties

The WwWhoot folder below will be used as the web server's root folder.

To install to a different folder, please modify the path below.

WA Il::\Program Files [x86)\BigFix Enterprise\BES Server\wwwrootbes
URL: lhttp:.r‘/WIN-T7UDATQF!Q2?:52311
Set Proxy |
InstaflShield

< Back | Next > I

Cancel |

Select a language: IEninsh vl OK|

IBM Endpoint
formation
to the Clients.

on Windows
M Endpoint
herwise, click
| on the left,
tn the

ill need to
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51.

€ 18M Endpoint Manager 9.2 g I o ]SS |
IBM Endpoint Manager Installation Guide Select a language: |English =] ok|
1BM Endpoint Manager Server - InstallShield Wizard 77 l(_l
Welcome =
Web Reports Properties
> Install Server
Install Console IBM Endpoint
Install Clients The WwwhRoot folder below will be used as the Web Reports Server's root folder. formation
Browse inctallEe To install to a different folder, please modify the path below. to the Clients.
. on Windows
Exit M Endpoint
herwise, click
| on the left,
Pat 52312 jo:tie
ill need to
InstallShield
< Back | Next > I Cancel
a IBM BigFix - o] x
IBM BigFix Installatio IEM BigFix Server - InstallShield Wizard -H oK
‘web Reports Properties
Welcome
B> Install Server Starting from 9.5.2, new "w'eb R eports installations are configured to uze the HTTPS protocol
Install Console far their UI. Check out the documentation for mare details.
The ‘ww /oot folder below will be uzed as the 'web Reports Server's roat folder.
Install Clients Toinztall to a different folder, please modify the path below.
Browse Install Folders WA Path |’rogram Files [#86)4BigFix EnterprisetBES Sewer\BESHepoltsSewer\wwwroot|

Exit

Part: |3033 |

< Back || Mext > || Cancel

52.
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IEM BigFix Server - InstallShield Wizard

Select Web Reports User

Select the uger that will run the wWeb Reports service.

) Specify a Custom User
The 'web Reports service will be run by a user of your choice.

@® Use the LocalSystem User
The 'web Reports service will be run by the LocalSystem user.

< Back Mext = | | Cancel
~6ix
IBM Endpoint Manager Installation Guide Select a language: | English ~] oK|
IBM Endpoint Manager Server - InstaliShield Wizard N ‘5| ]
Welcome
Setup Status
> Install Server
Install Console : . — > - IBM Endpoint
InstallClients 1BM Endpaint Manager Server is configuring your new software installation. formation
to the Clients.
Browse Install F¢
" on Windows
X M Endpoint
Copying new files herwise, click
| on the left,
[ — tn the
ill need to
InstallShield
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2 1BM Endpoint Manager 9.2 = o (=] B
| - b
IBM Endpoint Manager Installation Guide Select a language: [English =] oK]
IBHM Endpoint Manager Server - InstaliShield Wzard ! ;(]
Welcome —
Setup Status
P> Install Server
Install Console :
= - s -+ IBM Endpoint
e o A
5 Install ¢ In order to run I8M Endpoint Manager Administration Tool, you need to specify the location of | [ the Clients.
rowse Install - the site level signing key for the database you would like to administer.
Exit on Windows
M Endpoint
G herwise, click
Sim e Browse I | on the left,
un the
oK cancel |
ill need to
InstallShield
Cancel |
# 18M Endpoint Manager 9.2 i i =m0 x|
IBM Endpoint Manager Installation Guide Select a language: |English <] oK]
1BM Endpoint Manager Server - InstaliShield Wizard S x|
Welcome .
Setup Status
B> Install Server
Install Console .
s -+ IBM Endpoint
Install Clients S - Mh.a KEY i | «x formation
BN i prvote Koy posword ] NN || S
Browse Install F( 0 cie jay :
Site Admin Private Key Password "
Exit on WanOws
Site Signi | M Enqlpomt_
o ]"""" herwise, click
I i M | on the left,
oK I Cancel ln the
Chang C: I
P e ————— T
fill need to
InstallShield
Cancel |

31


http://www-01.ibm.com/support/docview.wss?uid=swg27046706&aid=50
http://www-01.ibm.com/support/docview.wss?uid=swg27046706&aid=51

ILMT Installation Guide

IEM EigFix Server - InstallShield Wizard 25

Setup Status

_——
IEM B Please wait while your database is prepared to support
@ BN BigFix. This process may take several minutes to
cormplete..,

Please create your initial administrative user by entering a usernarme and
password in the following dialog,

Cancel

57.
IEM BigFix Server - InstallShield Wizard 25
Setup Status
_— ]
IEME dsernarme: rt
Adrministrator
Paszsword:
[ L1111 1] )
Skarti
- Werify password: -
.."'I.q
Cancel
Inztall5 hield
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58. IEM Server Installation is complete!
IBEM BigFix Server - InstallShield Wizard

InztallShield Wizard Complete

Setup haz finished inztaling [EM BigFix Server on wour
compter.

Fiun the 1B BigFix Diagnostic Tool.

< Back Cancel

59. Installing the IEM Console

4l 1M Endpoint Manager 9.2 ___ e -10f x|
IBM Endpoint Manager Installation Guide Select a language: [English <] oK]
Welcome

Install Server

> Install Console
Install Clients
Browse Install Folders

Exit

Install IBM Endpoint Manager Console

The IBM Endpoint Manager Console connects to the IBM Endpoint

1BM Endpoint Manager Console - InstaliShield Wizard x|llows an administrator
Manager Clients in the

‘ _i) Select the language for the installation from the choices below.

is installed. If you wish
o . - his computer, click the
English [United £ ) biders" button in the

e e 1fc|_>tl:der to the intended

After you install the IBM Endpoint Manager Console, you will need to
install the IBM Endpoint Manager Clients.

£ Install the Console on this computer

60.
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4 1BM Endpoint Manager 9.2

AManamar lnctallatinnm Muaida

i':?i IBM Endpoint Manager Console - InstallShield Wizard

IBM Endpoint

Destination Folder
Welcome
Click Next to install to this folder, or dick Change to install to a
Install Server different folder. =
= Install Console Install IBM Endpoint Manager Console to:

Install Clients [,] C:\Program Files (x86)\BigFix Enterprise\BES Console\

Browse Install F¢

Exit

Endpoint
administrator
Clients in the

bd. If you wish
uter, click the
itton in the
the intended

will need to
InstallShield
<Back Next > cancel |
61.
#i 1BM Endpoint Manager 9.2 i =1ofxf
IBM Endpoint Aanasar lnctallation Auida copenesyae s e [eampry ¥ %I

i IBM Endpoint Manager Console - InstallShield Wizard

Welcome InstallShield Wizard Completed

Install Server

B> Install Console The InstallShield Wizard has successfully installed IBM Endpoint

Install Clients Manager Console. Click Finish to exit the wizard.

Browse Install F¢

Exit ¥ Launch the program

Z Back I Finish I cancel

Endpoint
administrator
Clients in the

ed. If you wish
uter, click the
utton in the
the intended

will need to

62. Installing the BESClient
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# 1BM Endpoint Manager 9,2 ¥ L ] B3

int Manamar lnatallatinm Maicda e e Emal
sh ¥| OK
IBM EndPOInt BM Endpoint Manager Client - InstallShield Wizard 3 :5' _I
Welcome Welcome to the InstallShield Wizard for IBM
Endpoint Manager Client
Install Server
Install Console The InstallShield(R) Wizard will install IBM Endpoint Manager e computers
B Install Clients Client on your computer. To continue, dlick Next. M Endpoint
omputer that
Browse Install F¢ t install the
Exit puters.
WARNING: This program is protected by copyright law and
international treaties. IBM Endpoint
ory available,
perform a
5ll Folders"
5, and run the
< Back Next > Concel | fTool

63. Starting the IEM Console

I
m
©

Server:

| WIN-T7UOATQRQ27 kd|
User name:

| IEMAdmin

Password:

Endpoint Manz 1 e windons secsion cedenticls

Version 9.2

[[ton | qut |
Licensed Malerials - Prog | the 1BM logo, and BigFix
are trademarks or registered lrademarks o orporation in the Unaed Slales, olher counines, or boln. This software includes

code written by third parlies. and in some cases modified by IBM. Such code include weecompal (Copyright @ 2001-2005 Essemer
Py Ltd). Use of weecompat is covered by the GNU Lessar General Public License v 2.1. Additional details regarding such third
party code, including modificaions made by IBM, availabiltiv of source code, and the applicable copyright, legal and licensing
notices, are available in the NOTICES file(s) for this software.

64. IEM Server running for the first time
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File Edit View Go Tools Help'

@ 18M Endpoint Manager Console 5

- B Forward - ! & Show Hidden Content Efjshow Non-Relevant Content ! - 'Refresh ConsoIeJ

«

A

=10l x|

=

Fixlets and Tasks (0) Computer N... | 0S ] CPU Last Reporﬁ'«:ng

i3 Baselines (0)
iZ% Actions (0)

Computer Groups (0)
Analyses (0)

Console Operators (1)
Sites (3)

] All Custom Filters

{%] Roles (0)

All Content

No computers meet the filter criteria.

LDAP Directories (0) i I

No Item Selected

iConnected to 'WIN-T7UOATQRQ27 as user 'TEMAdmin’ 4
> v Local Disk {C) » Program Files (<B6) » BigFix Enterprise » BES Server »
Marme Date modified Type Size
FillDBData 01/06/2017 12:15 File folder
GatherDBData ] CAProgram Files (x86)\BigFix Enterpriset\BES Senver\BESAirgapTool.exe = [ =] 22
IEM CLI 1BM BigFix 9.5.5.193 Airgap CLI lool. (c) Copyright IBM Corp 2081,2617 "
Localization Launching compatibility GUI... -
. o AirgapRequest.xml or AirgapResponse found. Creating AirgapRequest... =
Mirror Server
Reference IBM BigFix Airgap Tool
swidtag
UploadManagerData This tool is meant to enable the IBM BigFix Server to gather new [ER BigFix
wannroothe s content and license updates when not connected to the internet,
ActionSite,afx
_c ronsite.atim In the next dialog, choose a place to save a request file and a copy of the tool
| AirgapDebugQOut (probably on a portable USE device).
) BES&dmin
57 BESA Taal Take the output files to a computer that has access to the internet and run the
Irgaploo tool to exchange the airgap request file for an airgap response file,
| BESAirgapTool_2017-06-01
() BESDiagnostics Then take the response and the tool back to this computer and run the tool to
import the response,
5| BESGather
BESRelay In the future, new airgap request files can be created by running the tool from the w
— portable USE device,
5| BESRootServer T
= BESWebReportsServer 1770342
|| EncryptedAPIServerkey 01/06/2
| EncryptedClientCaKey 01/06/2
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66. Createafol der fAAirgapo at Server Desktop
Browse For Folder
Please choose a folder ko save an airgap request file and
the airgap kool
1M This PC *‘*
| pg Desktop
[ Documents =
B @ Downloads
[t Music
[ | = Pictures
[ & YWideos e
Falder: This PC |
Ik | | Cancel |
67.Run the ABESAirgapTool exeo in Airgap
v Airgap
Marne - Date rmodified Type Size
| AirgapDebugOut 01/06/2017 12:28 Text Docurment 1KE
|| AirgapRequest L ChUsershadministrator\DesktopiAirgapiBESAirgapT ool .exe = =] =

57 BESRirgapTool

| BESAirgapTool_2017-06-01
ol ca-bundle

%) libBEScrypta.dll

%) libBEScryptoFIPS.dIl

L | Microsoft VCO0.CRT manifest
%) rmsvcrn80.d11

%) rrswcpd0.dll

%) rrswcr90.dil

IBM BigFix 2.5.5.193 Airgap CLI Tool.

Launching compatibility GUI...

flirgapRequest.xml found. Processing...

2.4.127:8088
ontacting licenze server...
License Response received.

athering: http://sync.bigfix.comscgi—bin/bfgather/bessupport. Current version:

ite contains more than 1,688 files.

ease wait.

IBM BigFix Airgap Tool

Processing airgap request.,

Cancel

¢c? Copyright IBM Corp 20881,2017

Gathering this site may take time. Pl

m|>

68. After few minutes, the BigFix Management site appears
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® 18M Endpoint Manager Console - 4 ;I_DJ_X_I

File Edit View Go Tools Help]

4= Back ~ WP Forward ~ HQ Show Hidden Content iﬁ Show Non-Relevant Content ' + 'Refresh Console }

« i I arch Fixlets and Tasks }3[ |m|
[ Fixlets and Tasks (1,031) I Source Sev... © I Site i’
Baselines (0) Critica rt
03] 3‘.: Analyses (12)
[+ 12’ Actions (0)
[#)-[5] Dashboards
[-E5) Wizards
[#-E5) Custom Content
5] Custom Filters
:‘g Computers (1)
f# Computer Groups (0)
Unmanaged Assets (0)

®

No Item Selected

« J All Content

@ BigFix Management

[ |Connected to 'WIN-T7UOATQRQ27 as user TEMAdmin' 7

69.

ey Administrator Windows PowerShell

[
Copyright (C) 2014 Microsoft Corporation. All rights reserved.

PS5 C:vlsersZAdministrator? install-windowsfeature desktop-experience_

install-windowsfeature desktop-experience
ey Administrator Windows PowerShell

Windows Fowershe
Copyright (C) 2014 Microsoft Corporation. All rights reserved.

$tart Installation...
243

[I'l600000000000000000000000

Restart the server after complete.

70. Install windows update.
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b ILMAT Passport v G‘ | Search ILMT Passport
re
Mame Date rmodified Type
B . POTT 212 File fold
4 Windows Update Standalone Installer e T
iy POT7 212 File folder
Lil] gl Searching for updates on this computer.. boi17 1100 Compressed (Tipp...
iy ]
i
5l o Windows Update Standalone Installer
u l Do you want to install the following Windows software
u Licensefuthorization_152215891_Create.BEY update?

u rnasthead.afxm

u Meww Text Document

u request.BESLicenseRequest
[ SOLEXPRADY x64 EMU (1)
[ Wind owrs.1-KB 2990248-x64

Update for Windows (KB2%9924%)

71. Installation complete

LTy

‘} Installation complete

‘ou must restart wour computer For the updates ko take effect.

|Restart o | | Close

72. From License Overview, we enable the ILMT site
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© 15t Endpont Hanagerconsole i
Fle Edt View Go Toos Hep |
GwiBack ~ B Forpard - Iﬁshow Hidden Content ,@Show Non-Relevant Content l & "Refresh Console
- _.!] Deployment Overview w @ ‘ ‘ I:é ‘ N
11| Deployment Health Checks e cmammiad
21| License Overview BigFix License Overview
=1} BES Deployment Upgrade (726) Last Update: 9/117/2015 7:59:27 AM
(-8 BES Component Management (102) = g e Sdiiion & i e sme ot
: - ; or questions about the products listed on your license or their expiration dates please
it @ Maintenance Windaw Hanagement email TEM@dk.ibm.com. You can also manage your license atthe TEM License Key
o] E] Manage Wake-on-LAN (10) Genter.
.. @ Baselines (0) .
i B Analyses (12) + BES Platform
- @ Actions (0)
te il Custom Content Serial Number: 152189289
-[5 Custom Filters
(-5 Computer Management Start Date: 9/17/2015 4:35:06 AM
@ Unmanaged Assets (0)
.3 Operators (1) http://WIN-
(B Manage Sites (2) Gather URL: T7TUOCATQRQ27:52311/cgi-
; bin/bfgather exe/actionsite
1 Check for license update ‘
L ]
« 3 All Content
0 BigFix Management v IBM License Metric Tool
» | End User License Aareement: ’ _'LI
4 P »
[ |Connected to 'WIN-T7UOATQRQ27 as user TEMAdmin' 7

73. ILMT site appears in the console in a few minutes

T — e
Fle Edt Vew Go Tooks Hep |

%alBack ~ WP Forierd - ||@ Show Hidden Content ’ﬁ Show Non-Relevant Content | - ¥Refresh Console

« Bl BN @ =
@ BES Component Management (102) ;]
Ea Maintenance Window Management
=] Manage Wake-on-LAN (10) Details |Compuhar Subscriptions | Operator Permissions | Role Permissions |
Baselines (0)

gSave Changes Discard Changes | Gather Add Files,.. xRemovel

2> Actions (1) ¥ Details
[#-f5) Custom Content
[ Custom Filters Type External Content Site

+]-5] Computer Management

Unmanaged Assets (0) i bigh e
-/fsync_bigfix.com/cgi-

: 3::;?:;2 (©)] i binrl’bfga{her/ibmlicensergportinrgr

| Master Action Site Publisher BigFix, Inc.

| External Sites (2)

| BES Support

Current Version 68

v Subscription

=
N No clients are subscribed to this site, but IBM Endpoint Manager will
continue to maintain an up-to-date version of the site in the database.
a BigFix Management
@ Systems Lifecycle
»

[ |1BM License Reporting (ILMT) v& gather completed. 7

74. Subscribe the computer to all. Save.
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J IBM BigFix ©
File  Edit  View Go Tools Help

Back = Forward «| & Show Hidden Content |ﬁ Show Mon-Relevant Content | g ¥ Refresh Console

BigFix Management External Site; IBM License Reporting {ILMT) 9
| Deplayment Overview ~ | [l 5awve Changes Discard Changes | Gather Add Files., 3 Remove
J Deployrnent Health Checks
J License Onerdiew Details | Computer Subscriptions |Operat0r Perrmissions | Raole Permissic

[ E BES Deployment Upgrade (881}

b @ BES Cormponent Management (109) The following computers will be subscribed to this site:

b £ Maintenance Window Management ® All carnputers
b = Manage Wake-on-LAMN (10) ) Ma carputers
@ Baselines (0 O Cornputers which match the condition below
I Eb Analyses (14)
B iE’ Actions () Computer Marne v| |c0ntains v

I £ Custom Content
I+ £ Custormn Filters
I £ Computer Managerment
E Unmanaged Assets ()
@ Operators (1)
rl LE' Manage Sites (3)
I s Master Action Site
4 I__=| External Sites (2)
Bl5) BES Support
4 | IBM License Reporting (ILMT) «9
b Fixlets and Tasks (44)
@ Baszelines (0
[ @ Analyses (14)
@ Computer Groups (0 "

o All Content

@' BigFix Management

‘ BigFix Detect

75. Ensure there is subscribe computer in License Overview

File Edit View Go Toaols Help

# Back = B Forward »| ®) Show Hidden Content | 5 Show Mon-Relevant Content| g ¥Refresh Consale

BigFix Management License Overview
J Deployment Overvien ~
J Deployment Health Checks
i License Overview BigFix License Overview

[ @ BES Deployrment Upgrade (881)
I L:E BES Component Managerment (109)
I £ Maintenance Window Management
b E| Manage Wake-on-LAN (10)

@ Baselines {0

For gquestions about the products listed on your license or their expiration dates please email TEM@dkibm com. You can also manag

~ BES Platform

[ @ Analyses (14)

b Actions (O Serial Number: 152222065
b (5 Custom C_D”tE”t = Start Date: 21/09/2017 15:12:52
I £ Custam Filters

I [ Computer Management Gather URL: http://BRUATERMAPP .bkrm.com.my:52311/cgi-bin/bfgather. exe/actionsite

[Z}, Unmanaged Assets (@)
Operators (1) Check for license update
P p

4 LE Manage Sites (3)
s Master Action Site
4 F External Sites (2)
I |5 BES Support
4 |2| 1BM License Reporting (ILMT) +9

~ IBM License Metric Tool

b [ Filets and Tasks (44) This license contains the following entitlements for IBM License Metric Tool:
@ Baselines (0
b & Analyses 04 Licensed for: 250000 (Client Device)
@ Computer Groups () -
T e Expiration Date:  Perpetual
o All Content
@ BigFix Management Enabled Sites Subscribed Com puters
‘ BigFix Detect IBM License Reporting (ILMT) v3 1

41



ILMT Installation Guide

76.Go to Fixlets nDownload I BM License Metric
download the ILMT installer

File Edit \View Go Tools Help
G Back ~ B Forward +| ®) Show Hidden Content [ Show Mon-Relevant Content| &¥Refresh Console
BigFix Management Fixlets and Tasks Search Fixlets and Tasks

] Deployment Overview ~ | Mame Source Severity  Site Applicable Co...  Open Action C... Category Download Size

| Deployment Health Checks Canfigure Scan Cache Low 1BM License Rep.., 041 0 Scanner

4 License Owvervieuw Configure Scanner Query Timeout Low 18M License Rep.. 041 0 Seanner
b B BES Deployment Lipgrade (831) Create Capacity Configuration for Linux on z Systerns High 1M License Rep.. 041 0 Configuration
b EL BES Component Managerment (109) Delete Capacity Canfiguration for Linux on z Systerns Low 1BM License Rep.. 041 0 Corfiguration
b [ Maintenance Window Management Discover Remate Shared Disks High IBM License Rep.. 041 il Scan Manage..
b El Manage Wake-on-LAN (10 Download IBM License Metric Tool High IEM License Rep.. 141 0 Deplayment 77 ME
R % 2?;;:‘:; ((1‘2) Download the Disconnected Scanner Package (9.2.80., High 1M License Rep. 141 0 Deployment
b B Actions @ Download the Disconnected Scanner Package for [B..  High IBM License Rep.. 141 0 Deployment
b B Custom Content = || Edit Capacity Configuration far Linux on z Systems Low IEM License Rep.. 041 0 Configuration
b B Custam Filters Edit Scanner Trace Settings Low IBM License Rep.. 041 0 Troubleshaoti...
b E5 Computer Management Force Reupload of Software Sean Results Low IBM License Rep.. 041 0 Troubleshaoti...

) Unrmanaged Assets (0 Force M Manager Tool San Results Upload Low IBM License Rep.. 141 0 Troubleshooti., 284 KB

) Operators (1) Gather Environment Information Low IEM License Rep.. 041 0 Troubleshooti
4 ) Manage Sites (3) \(dpnhf\/ Camnuters on Public Clands Medium IRM L icense Ren.. 141 0 Confinuration

b 5] Master Action Site
4 () Eternal Sites (2) Task Download IBM License Metric Tool
b 5 BES Support
4 (5] 1BM License Reporting (LMT) 8 P Take Action |~ Edit| Copy [%5Export| Hide Locally Hide Globally| 3¢ Remove
4 % ;‘:!:;”Sd(;)“k‘ @0 Description | Details | Applicable Computers (1) | Action History (0) |
b @ Analyses (14) Follow the steps in the wizard, including the bri based cor that is display after the
[@ Computer Groups (@ o
= New features and fixed issues

o All Content To leamn about features that are delivered in this version of the application and fixed issues, see the |EM License Mefric Tool wiki
¥ BigFix Management
@, BigFix Detect Actions
@3 Systems Lifecycle ® Click here to download the IBM License Metric Tool 9.2.8.0 installer

77. Select the device. Click OK.
& Take Action -

Mame: | Download 1BM License Metric Tool | Create in domain: |BigFix Management V|

Preset: |Default v| []5how only personal presets Delete Preset...

Target |Executi0n | Users | Messages | Offer | Post-Action |App|icabi|it}f | Success Criteria | Action Scriptl

Target:
®) Select devices
() Dynarnically target by property

(O Enter device narmes

s @ Applicable Computers (1) Cornputer Marne 0% CPuU Last Repor
% ERUATERMAPP Win2(12R2 £,3.9600 2400 MHz ¥eon  27/09/2017)

| 0K | | Cancel

78. Wait till the installation is complete.
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File Edit Wiew Go Tools Help

i Back ~

BigFix Management

Forasrd = @) Show Hidden Content [#5 Show Non-Relewant Content | ¥ Refresh Consale

Action: Download IBM License Metric Tool

| Deployrnent Ove rview ~
1| Deployment Health Checks

W stop

Copy [ % Export| 3¢ Remowve

i License Qverview
[ L__é BES Deployrment Upgrade (881)
1 [ BES Cornponent Managerment (109)
b £ Maintenance Window Management
I =l Manage Wake-on-LAN (10}
@ Baselines (0
b @y Analyses (14)
b @ Actions (1)
b £ Custom Content
I £ Custam Filters
I £ Computer Management
[Z, Unmanaged Assets ()
B Operators (1)
4 E Manage Sites (3)
b5 Master Action Site
4 [5)) External Sites (2)
b (5] BES Support
4 |2u] 1BM License Reporting (ILMT) v8
b [ Fixdets and Tasks (@44)
[ Baselines (0)
b @ Analyses (14)
@ Computer Groups () v

0 All Content

¥ BigFix Management

©, Bighix Detect

@3 Systems Lifecycle

Summary | Computers (1) | Target |

~ Status

0.00% Completed (0 of 1 applicable computers)

Status Count  Percentage
Not Reported 1 100.00%
* Downloads
File Status Details
LMT-server-9.2.8.0-20170626-1750-windows-x86_64.zip  Downloading ~ 11.45 MB of 459 MB downloaded: 2.49%
LMT-server-9.2.8.0-20170626-1750-linux-x86_64.tar.gz Downloading ~ 2.91 MB of 417 MB downloaded: 0.70%

~ Source

This action’s source is the Task "Download IBM License Metric Tool" in the "IBM License Reporting (ILMT) v3" site.

«

File Edit View Go Tools Help
W Back =

BigFix Management

= Behavior

Messages
No user interface will be shown before running this action.

Forward = ) Show Hidden Content | #5 Show Mon-Relevant Content | &% Refresh Consale

Action: Download IBM License Metric Tool

J Deployment Dwerdiew ~
1| Deployment Health Checks
| License ODverviews
3 Lcé BES Deployment Upgrade (981)
b (34 BES Component Management (109)
[ ﬁ Maintenance Window Managerment
b Manage Wake-on-LAN (10)
[ Baselines (0
b @l Analyses (14)
P @ Actians (1)
b 5 Custom Content
b ] Custom Filters
b £ Computer Management
E Unmanaged Assets (O
[ Operators (1)
4 L?" Manage Sites (3)
b 5l Master Action Site
4 [E) External Sites (2)
I [/ BES Support
4 [ IBM License Reporting (ILMT) @
b [y Fixets and Tasks (44)
@ Baselines (0}
I @ Analyses (14)
[ Computer Groups (0) >

() A content

@ BigFix Management

@, BigFix Detect

W Stop | Copy |=::Export| 3 Rernove

Surmrmary | Cormputers (1) | Target

- Status

100.00% Completed (1 of 1 applicable computers)

Status Count = Percentage
Completed 1 100.00%
~ Downloads
File Status Details
LMT-server-9.2.8.0-20170626-1750-windows-x86_64.zip Complete Cached on Senver
LMT-server-9.2.8.0-20170626-1750-linux-x86_64.tar.gz Complete  Cached on Server

~ Source

This action’s source is the Task "Download IBM License Metric Tool" in the "IBM License Reporting (ILMT) 8" site.

‘  Behavior

79. After the installer download completed, go to folder ILMT _installer at

C:\Program Files (x86)\BigFix Enterprise\BES Installers

80. Go to C:\Program Files (x86)\BigFix Enterprise\BES Installers. Execute

the ILMT installer
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nuuuununuuuuuuunuunuunnnuuuunnunnuunuuuuunununnununuuuuuuuuununuunununnunuuu
Licensed Materials — Property of IBM
IBM License Metric Tool
5725-F57 IBM Endpoint Manager for Software Use Analysis
Command line for Windows Server 20088, 2012.
(C> Copyright IBM Corp. 2802, 2015.
All Rights Reserved. US Government Users Restricted Rights — Use.
duplication or disclosure restricted by GSA ADP Schedule Contract with
IBM Corp.
For more detailed help, refer to product manual.
BB E iR iR R IR E R iR E BRI R R iR BRI iR iR IR iR IR IE BB IEIR IR IRIRIRIRIRIRIRISIRIRI2188131818:31

EEETETRTTES

The product is_being 1n°

fin 1she successfully.
Installdnywhere is preparing to install...

8 [=T | |

Cancel

o server Asd
Libraries (C) 2012 Flexera Software LLC the v
2 tools eda
¢| Documents
B & | autorun 6/26/2015 1:41AM  Setup Inforn] O01 O2Shboard
) = rconsole-base
| Pictures | install_response 6/26/2015 1:34PM Text Docume
3 Videos €| QuickStartGuide 6/26/2015 11:41 AM  Firefox HTML
setup-server-windows-x86_64 6/26/2015 1:34PM
Computer 1 | upgrade_response 6/26/2015 1:34PM Text Docume N'T—IUOATQRQ27

¥ 1 acal Nisk ()

44


http://www-01.ibm.com/support/docview.wss?uid=swg27046706&aid=71

ILMT Installation Guide

45



ILMT Installation Guide

81.

82.

Install ILMT

[BM License Metric Tool -

IBM License Metric Tool 9.2.8.0

Licensed Materials - Property of IBM Corp. L-APIZ-9YBDMNE © Copyright 1BM Dorpomlm 2016. Al Rights Reserved. IBM and the |1BM
loga are trademarks of IBM Corporation in the Unites Siates, other coundries or both. Other company, product, or service names may be
trademarks or service names of others.

Release 9.2

English | - |
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<, IBM License Metric Tool

» Welcome This installation wizard installs the IBM License Metric Tool 9.2.0.2
A SErver.

[';>

B |

>

>

Previous

v Welcome Please read the following license agreement carefully.

> Software License International Program License Agreement -
Agreement =|

B> Installz : Part 1- General Terms

B> F

|

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING,

P ins - CLICKING ON AN "ACCEPT" BUTTON, OR OTHERWISE USING
> - plete THE PROGRAM, LICENSEE AGREES TO THE TERMS OF THIS
AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS ON

BEHALF OF LICENSEE, YOU REPRESENT AND WARRANT THAT|—
MOLLLAVE CLILL ALTUOARITY TO QMO LCEMQSEES TA THECE X

| Read Non-IBM '_I'emls

Cl IrLl accept both the IBM and the non-IBM termsJ

i) 1do not accept the terms in the license agreement.

84.
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{ & IBM License Metric Tool

v Welcome The installer will check system requirements for the following

Software License component:

Agreement @ IBM License Metric Tool
» Installation Settings )
> R
> 5ts 9
> 20 C

85.

<, IBM License Metric Tool

+/ Welcome - Specify the Installation Path

Software License

v Agreement lC:\PrOQI’am Files\ibm\LMT |

» Installation Settings

B F
> -Help
P Ins : ! Specify the installation path for IBM License Metric Tool.

Detailed disk space requirements will be presented in a table on
the Preinstallation Summary panel.

Cancel

86. Port. Keep default.
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=
| < IBM License Metric Tool

v Welcome

Software License
Agreement

» Installation Settings
> £

>

>

Cancel

rWeb Ul Port
HTTPS |9081 (default 9081)

Reset to defaults

Help

Specify the port number that will be used by your browser to access
the server and display the IBM License Metric Tool user interface.

<, IBM License Metric Tool

v Welcome

Software License
Agreement

» Installation Settings
> :
[‘)

>

88.

- Specify a service account

® Local System account
{2 Other account:

User name
Passward
-Help
Choose the user account for running the application service. -

The account should be chosen depending on the authentication
mode you are using to access the databases:
SQL Server authentication - choose any account.

Windows anthentication - chanose | ncal Svstem aceount for locall >
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| <& IBM License Metric Tool

+/ Welcome IBM License Metric Tool will be installed in the following location: Z
Software License —
Agreement C:\Program Files\ibm\LMT

/' Installation Settings for a total size: 1018.8 MB

» Preinstallation Summary
[ : .
B fne ks | Partition | Needed Space |Free Space
[cx | 10188mB|| 71968
Refresh

Detailed Disk Space Requirements

Review your settings:

@ Administration server ﬁ

@ HTTPS port: 9081

Lel]

89.

&, IBM License Metric Tool

v Welcome
Software License www.ibm.com/support/knowledgecenter
Agreement

v/ Installation Settings

 Preinstallation Summary Documentazione del prodotto

» Installing...

B> Insta slate Documentacédo do produto

Documentation produit

Produktdokumentation |

Extracting duplicates...

Cancel

90. ILMT Installation completed!
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/' Welcome

T Congratulations.

Agreement IBM License Metric Tool was successfully installed in the following
+/ Installation Settings location:
/ Preinstallation Summary @ C:\Program Files\iom\LMT
v Installing... You can now use your browser to complete the IBM License Metric
» Installation Complete Tool configuration.

You can access the archive file with all installation logs in the
following directory: C:\Program Files\ibm\LMT

Launch Browser to complete configuration ‘

If you do not have the Browser on this computer, you can access the
9 web user interface at the following URL:
. | hitpsi/AWIN-T7UOCATQRQ27:9081

91. Go to https://localhost:9081 / https://<servername>:9081/ Continue to this
website.

I!g hittps:/flocalhost: 0081/ P~-X | 2% B Step

File  Edit ‘iew Faworites Tools  Help

q.‘% & Login - IBM OpenPages G...

@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.
The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
© Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

92. Go to SQL Server Configuration Manager. Enable all TCP/IP listed.
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93.

File  Action  Wiew Help

e H B8 H

Sql Server Configuration Manager

‘@ S0L Server Configuration Man
B $0L Server Services

4 Bb SOL Mative Client 11.0 Con
Client Protocols

\% Aliases

Client Protocals
\% Aliases

Stop and restart back the SQL Server(

File Action View Help
== #H| (6=

4 _E_ 3L Server Metwork Configuration
Bl Protocols for SOLEXPRESS
4 .. SOL Mative Client 11.0 Configuration

ager (Local) Protocol Marme

W Shared Memary

E_ SQL Server Network Configuration (32bit] | %= Named Pipes

figuration (328 | s=Tcpsp

Status

Enabled
Disabled
Enabled

SQLEXPRESS)

Sal Server Configuration Manager

'@ S0L Server Configuration Manager (Local)
] SOL Server Services
& SOL Server Network Confiquration (32bit)
4 b SOL Native Client 11.0 Configuration (324
&, Client Protocals
2 Aliases
4 H SOL Server Network Configuration
B~ Protocols for SOLEXPRESS
4 2 SOL Native Client 11,0 Configuration
& Client Protocols

Bl Aliases

94. Configuring ILMT Ul

(«]6)

Marne State

Start Made Log On As Process ID
EDSOL Server (SOLEXPRESS) Running Automatic MT ServicehMWSS0L.,. 2052
ESQL Full-text Filter Daermon Launcher (5., Running Manual NT Service\WS30L.. 2936
[£3)SQL Server Reporting Services (SQLEXP...  Running Automatic NT Service\RepartS.. 1608
@SQL Server Agent (SQLEXPRESS) Stopped Automatic NT AUTHORITVNE.. 0
&SQL Server Browser Running Automatic MT AUTHORTVALO... 1724

#2w |BIA Step-by-step installation..,

Service Type
SAL Server

Report Server
50L Agent

IBM License Metric Tool

Create and configure the application database

Host*
TERMDB\SQLEXPRESS
Database Name™
OP_LMT

Authentication

(®) Windows Authentication
(7 SQAL Server Authentication

Create

95. Open Microsoft SQL Server to configure the authentication.
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Microsoft SQL Server Management Studio (Administrator)

Al - -8-5(5| b |

Connect to Server

Microsoft

~ SQL Server 2012

[atabase Engine

Server name: |BHU.&TEHMDE"~5QLEKPHE55

Authentication: | “Windows Authentication

BRUATERMDEB “Adminiztrator

Connect || Cancel || Help || Optiohg >3

96. View Server properties
4 Microsoft SQL Server Management Studio (Administrator)
File  Edit ‘iew Debug Tools  Window Help

{1 5 @ L Newouey DB & D B[9 -0 - -5 Eln
Object Explorer
Connect~ 3 & m °F [2] '

Connect.,

,2100- B
Disconnect

Reqister...

Mew Query

Activity Monitor

Start
Stop
Pause
Resume

Restart

Palicies 3

Facets
Start PowerShell
Reports 3

Refresh

Properties
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Select apage

4R General

temaorny
7 Processors
)

Connections
D atabasze Settings
Advanced

142 Permissions

Connection

Server
BRUATERMDENSOLEXPRESS

Connection;
BRUATERMDE administrator

ig Wiew connection properties

Progress

Ready

ES Script ~ Help

Server authentication

O windows Authertication mode
® SOL Server and Windows Authentication mode

Login auditing
) Hone
® Failed loging only
) Successhul loging only

) Both failed and successiul lngins

Server prosy account

[] Enable server proxy accaunt

Priogy account: |

PR

Pazsward:

Optionz

[] Enable C2 audit tracing

[] Cross database ownership chaining

Ok

Cancel

97. Updatethepassword for fAsao

user
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I Microsoft SQL Server Management Studio (Administrator)

ol 5l @ | 5 Newauery [y o 0B 15
(Object Explorer

Cornect~ 30 @) m 7 (7] .5

= @ BRUATERMDB\SQLEXPRESS (SQL Server 11,0100 - B| | oy o okes

Selectapage

ES Scipt = E Help

[ Databases User Mapping Login mame: || —
&
al -
= £ Security O Windows authentication
= 4 Logins ) SOL Server authentication
A, #ES_PolicyBuentProcessinglogind Passwond:
&, ##MS_PolicyTsqlExecutionl ngint
& BRUATERMOB\Administrator Confitm password:
fr BUILTINWsers [] Specify old passward
A NT AUTHORITYASYSTEM e — |
A NT Service\MSSQLEIOLEXPRESS )
A NT SERVICENSOLWhiter ] Erforce password poicy
A NT SERVICEYWinmgmt [] Entorce password expiration
& s

[] User must change password at next login
[ ServerRales

3 Credentials -
L3 Server Objects () Mapped to asymmetic key |
L3 Replication
3 Management

(O Mapped to certificate |

Connection [ Map to Credential |

Mapped Credentials Credential Frovider

Server:
BRUATERMDBEMSGLEXPRESS

Connection;
BRUATERMDENAdministator

4 View connection praperties

Progress Remove

Fieady Default database: | master v |

Default language: |EI’VQ|\S|’| vl

o (]

98. Ensure the setting as pic.

Select a page

2 Genersl g Script -+ IE Help
1% Server Roles
1% User Mapping Settings

15 Statug

Permizzion to connect to database engine:
®) Grant
) Deny
Login:
® Enabled
() Dizabled

Status

SOL Server authentication:

[] Lagin is lacked out

Connection

Server
BERUATERMDE\SGLEXFRESS

Connechion:
BRUATERMDB A dministrator

_!Q *fiew connection properties

Progress

Ready

ak. | | Cancel
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99. Stop and restart back the SQL Server(SQLEXPRESS)

Sal Server Configuration Manager
File Action View Help

o= 6= H

4B S0L Server Configuration Manager (Lacal} || Mame State Start Made Lag On As Process ID Service Type
] SOL Server Services T SQL Server (SOLEXPRESS) Running Autamatic MT Service\WSSOL.. 3052 30L Server
5. 50L Server Network Confiquration (32bit]| #3501 Full-text Filter Daemon Launcher (... Running Manual NT Service\MSSOL.., 2036
4 B 501 Native Client 11,0 Canfiguration (324 [ 5QL Server Reporting Services (SOLEXP..  Running Autormatic MT Service\ReportS.. 1608 Report Server
£, Client Protocols iy SOL Server Agent (SOLEXPRESS) Stopped Autormatic NT BUTHORITYANE... 0 S0L Agent
R Aliases FH50L Server Browser Running Autamatic NT AUTHORITALD,.. 1724
4 J, S0L Server Network Configuration

B~ Protocols for SOLEXPRESS
4 2 SOL Native Client 11,0 Configuration
& Client Protocols

Bl Aliases

100. At ILMT webpage, select SQL Server Authentication. Key-in the
authentication.

e@l € hitps:/flocalhost 0081 fsetup/database D~ @ Cetificate error & || € 1BM License Metric Tool | =

File Edit ‘iew Favorites Tools  Help

5% & Login - [BM OpenPages G...

IBM License Metric Tool

Create and configure the application database

Host*
RMAPP\SQLEXPRESS
Database Name®
APP_LMT

Authentication
() Windows Authentication
(@) SQL Server Authentication
User Name
Administrator
Password

Create

Host : Copy the name from SQL Management Studio. Right-click on
server > Properties > Copy from the Name field.
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8 Scipt + [ Help

1% Processors Fe o

[ Security =2l =

12 Connections ERPRODERMS QLEXPRESS
12 Database Settings Product Microsoft SQL Server Express (54-bit)
127 Advanced Operating System Microsoft Windows NT 6.2 (3200)
1% Pemissions Platform NT 64

Wersion 11.0.2100.60

Language English (United States)

Memory 262143 (ME)

Processors 4

Root Directory C:\Program Files Microsoft SQL Server\MSSQL11
Server Collation Latin1_General_CI_AS

Iz Clusterad Falze

Iz HADR Enabled Falze

ﬁ IBM License Metric Tool x

File Edit ‘“iew Favorites Tools  Help
55 & Login - IBM OpenPages G...

IBM License Metric Tool

Create and configure the application database

Host*
[BRUATERMAPPISQLEX|
Database Name*
|APP_LMT |
Authentication
() Windows Authentication
(®) SAL Server Authentication
User Name
(sa ]
Password

Eﬁulhenticalion: incorrect user name or password.

Creating...

101.
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Create a user name and password for the administrator
account.

User Name™
Administrator

Password™

Password Confirmation®

ill..llil -

Create

102. Confgure the Data Source
Provide the connection parameters to the databases
and the IBM BigFix server

The application connects to the IBM BigFix server database to regularly impert scan data. It connects to the IEM BigFix server to run remote operations that automate the infrastructure
management. The application can also connect to the Web Reporis database to enable Web Reports users o access the applicafion {opfional).
The information that you provide on this panel is used to create a data source. You can configure additional data sources at a later time.

Name*
Data Source

|| Enable default scan schedule for this data source

If you enable the default scan schedule, the actions needed to scan your systems will be started on your IBM BigFix server. This option is advised for environments with up to a few
thousand computers. For larger environments, you may want to divide the computers into groups and manually set up the scan schedule to avoid a performance issue. For more information
about manually setling up scans, see Setting up scans. For more information about dividing computers into scan groups for improved performance, see the Scalability Guide.

Database for the IBM BigFix Server®

IBM BigFix Server* Web Reports Database

Database Type Authentication (Console Operator) Database Type
SQL Server| v | User Name* SOL Server| v |
Host* administrator Host*
BRUATERMDB\SQLEXF b -
dSSWOl
Database Name* ceseenne Database Name*
BFEnterprise
e [ Disable automatic address lookup

Authentication Authentication

(@) Windows Authentication
(©)SQL Server Authentication

Creating...

Windows Authenticafion
() SQL Server Authentication
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103. Running initial import
f 8 https://win-t7uoatqrq27:308 1/setup/import?request_uri=%2F c | | Q search | ﬁ E ‘v ‘i

IBM License Metric Tool A Home A Reports v Management v A IEMAdmin ~

Before you can view reports, import the data. The initial
import might take a few hours, depending on your
hardware capacity. To create computer properties and
groups, go to the Management menu. You can do it
now or after the initial import. When you are ready, click
Import Now.

Import Now

104. Running the initial import may take 4-5 hours, but once this is
completed; you have a brand new ILMT User Interface ready to work!
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/win-t7uoatqrq27:2081/se

IBM License Metric Tool A Home Reports v Management ~

The initial import is in progress. Reports will be
available when the import is complete.

Start Time: 09/17/2015 06:05 PM
Status: Import 1% complete
Duration: 0:01:54

Import Log

The last megabyte of data from the import log:

# Logfile created on 2015-08-17 18:05:22 +0000 by logger.tbiv1.2.7

2015-08-17 18:05:22 (+0:00:00.000) INFO: TEMA version: 9.2.0.2-20150626-1138
2015-09-17 18:05:22 (+0:00:00.000) INFO: Check datasources connectivity: Start
2015-08-17 18:05:22 (+0:00:00.171) INFO: Check ity:

2015-08-17 18:05:23 (+0:00:00.952) INFO: Calling Model.before_snapshot: Start
2015-08-17 18:05:26 (+0:00:02.698) INFO: Calling Model.before_snapshot: Success
2015-08-17 18:05:28 (+0:00:00.000) INFO: Install software catalog to staging tables: Start

105. If the import failed. Manually upload software catalog.

Import Log

The last megabyte of data from the import log:

# Logfile created on 2017-08-27 06:13:10 =0000 by logger.rbivi.2.7

2017-00-27 06:13:19 (+0:00:00.000) INFO: ILMT version: 9.2.8.0-20170628-1750

2017-08-27 06:13:18 (+0:00:00.000) INFO: All times in log are in UTC time zone!

2017-09-27 06:13:19 (+0:00:00.000) INFO: Import created at (UTC): 2017-08-27 06:13:19 UTC

2017-09-27 06:13:19 (+0:00:00.000) INFO: Import type: complete

2017-00-27 06:13:19 (+0:00:00.000) INFO: Local server timezone: CurrentTimeZone=480 (UTC+08:00) DaylightBias=-60

2017-09-27 08:13:19 (+0:00:00.047) INFO: Check datasources connectivity: Start

2017-00-27 06:13:19 (+0:00:00.250) INFO: Data Source: Data Source, Bigfix Server Version: £.5.5.193 with schema: 9.44, DB Version: 11.0.2100.60 RTM Exprass Edition (84-bit)
2017-08-27 06:13:19 (+0:00:00.000) INFO: Check datasources connectivity: Success

2017-09-27 06:13:20 (+0:00:00.808) INFO: Caliing Model.before_snapshot: Start

2017-09-27 06:13:25 (+0:00:04.563) INFO: Calling Model.before_snapshot: Success

2017-09-27 06:13:25 (+0:00:00.000) INFO: install software catalog to staging tables: Start

2017-09-27 06:13:25 (+0:00:00.031) INFO: Detected changn in file name conﬁg files
2017-09-27 06:13:25 (+0:00:00.141) WARN: alo te "= Erorwas No catalog data imported. Please upload catalog and run import again.
2017-08-27 08:13:25 (+0:00:00.000) INFO: Install sofmare catalog to staging tables: Failed

2017-00-27 06:13:25 (+0:00:00.000) ERRCR: RuntimeError: No catalog data importad. Please upbad catalog and run import again.

C:/Program MTiwiplusr/: WEB. r0:97:in "stage’

C:/Program Files/ibm/LMTiwip/ .wanWEB- ins’: rb:608:in *Domain’

orgljruby/RubyProc java:281:in "call

C:/Program Files/ibm/LMTwip /WEB tb:11:in “run’

C:/Program Files/i MTiwipluseis /WEB. rb:38:in "run_task’

C:/Program Files/i MTivdps WEB. s rb:51:in "run_no_txn’

orglruby RubyAiray java:1813:in ‘sach

C:/Program MTiwdp WEB. rb:50:in "run_no_txn'

C:/Program Files/i MTivlp: 1 IWEB. i rb:20:in "run’

C:/Program MTivip! WEB i rb:87:in “run’

C:/Program fil MTivilp! IWEB i ions/date_utils.rb:22:in ‘freeze_date’

C:/Program il MTiwdp WEB. s 4.24.0. 439b878d ion_j rb:114:in “hold’
C:/Program Files/il MTivip 1 WEB isequel-4.24.0. 439b878d i ion_{ rb:112:in "hold’
CiiProgram Files/ibm/LMTivip /WEB 4.24.0.636043 438b576d ing.rb:254:in * g
C:/Program Filesfibm/LMTivip AVEB-INF/li _utils.rb:17:in “freeze_date’

C:iProgram Filesiibm/LMTivip AWEB 1b:68:in ‘run’

C:/Program Files/ibm/LMTivip/ TWEB- 1b:162:in “within_import’

C:/Program fom/LMT/wip /WEB i rb:22:in "log_to'

C:/Program Fi MTi ;i AWEB-INF /i 1b:153:in “within_import’

org/jruby/RubyKernel java:1858:in "tap’

C:/Program Files/ibm/LMTivip /WEB- 1b:144:in “within_import’

C:/Program fiomILMT ivrlpluseis 1 /WEB i 1b:38:in "run’

HECR

106. Log in to the BigFix console. In the navigation tree, click Sites >
External Sites > IBM License Reporting (ILMT) > Fixlets and Tasks and
select Software Catalog Update.
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File Edit View Go Tools Help

@ Back v ¥ Forward ~ | [@) Show Hidden Content | ¢ Show Non-Relevant Content| ¥ Refresh Console

BigFix Managei Fixlets and Tasks Search

» E’ Source Severity  Site Applicable Co..  Open Altion C...
b = Manage Wake-on-LAN (10) High .01 2
@ Baselines (0) High 0/1 2
b @l Analyses (14) High 0/1 2
b @ Actions (5) High o 1 1
b (5 Custom Content Run Capacity Scan and Upload Results High IBM License Rep...  1/1 1
E5) Custom Filters hedule M Manager Tool I | Low IBM License Rep... 1/1 1
[3 @ Computer Management Software Catalog Update (Version: 2017-08-16) High IBM License Rep.. 1/1 1
107. Click Take Action. Wait until finish download.
108. Go to folder where the software catalog is downloaded. Check if the
files exist.
Local Disk {C:) » Program Files » tbr v LMT » wdp v usr v servers » oserver] » data b sam » catalog_data
Marne - Type Compressed size Passwvord ... Size
|| charge_unit_pararneters_dataversion_1175468.csv C3File 120KE Mo 45
mj IBiAUseOnlySofteareCatalog_canonical _2.0_form_20170612 kL File 18,659 KE Mo 82,33
|| part_numbers_dataversion_1175468,csv CI3 File 563 KE Mo 5,92
| Readme Text Document 1TKE Mo

https://www.ibm.com/support/knowledgecenter/en/SS8JFY_9.0.0/com.ibm
Imt.doc_9.0/com.ibm.license.mgmt.doc/planinconf/t download sw_catalo
g_tem_conf.html

109. Upload the catalog to the IBM License Metric Tool server. Log in to IBM
License Metric Tool and go to Management > Catalog Upload.

110. Click Browse and locate the catalog file that you downloaded.

111. To upload the file, click Upload. During the next import, the file is

processed and scanner catalogs that are used to discover software are
created.

112. Start Import.
IBM License Metric Tool Report Managemen

To correctly identify software, ensure that the Iatest version of the catalog is uploaded. You can also upload the charge units file. The catalog, charge units file, or both will be imported during the next aummal“ port |

Catalog Version Information
Current Catalog Version: 1175468 (06/13/2017 01:12 AM)
Charge Units: 1175468

Upload a Catalog File

Catalog file™ Browse. .

Comments

Ewvery time a newly uploaded IBM catalog is imported, the scanner catalogs are automatically distributed to the endpoints.
If the automatic distribution fails, you must manually update scanner catalogs. 2

Upload

Upload and Import History

Uploaded By Uploaded At Content Provider Version Catalog Format Date Imported At Status
Administrator 09/28/2017 06:00 PM  Charge unit data <no data= 1175468 Other <no data= 09/28/2017 06:01 PM  Success
Administrator 09/28/2017 06:00 PM  Catalog XML file IMT 1175468 Canonical 2 06/12/2017 05:12PM  09/28/2017 06:01 PM  Success
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2 Manual scan configuration
21 Activating the analyses

1. Log in to the BigFix console.

2. In the navigation tree, click Sites > External Sites > IBM License
Reporting (ILMT) > Analyses.

3. To activate an analysis, right-click it, and click Activate.

To ensure that the installed software is properly detected, activate the
following analyses on all computers in your infrastructure:

1 Installed UNIX Packages
Installed Windows Applications
1 Software Scan Status

==
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6 IBM BigFix Console
File Edit “iew Go  Tools Help
Back - Forward + ‘@ Showe Hidden Cuntentlﬁ Show Mon-Relevant Content| &% Refresh Console
All Content Analyses
3 TQ Fixlets and Tasks (1,091 || Status Mame - Site Applicable Computer C..,
) Baselines () Activated Globally Environment Information IBM License Reporting {l..,
L Analyses (28) Mot Activated Excluded Directaties IBM License Reporting (...

E} Lctions (A%

£ Dashboards

5 Wizards

5 Custorn Cantent
5 Custorn Filters

v v v v v

-

0 Cornputer Groups (0)

4 Unmanaged Assets {0
4 Operstars (1)

T Sites (3

[ [5] Master Action Site

Activated Globally
Activated Globally
Activated Globally
Activated Globally
Activated Globally
Activated Globally
Activated Globally
Activated Globally
Activated Globally
Mot Activated

Activated Globally

ldentified Public Cloud Computers
Installed UMIX Packages

Installed Windows Applications
LT/ TADAD 7.x Agent Mapping
Scanner Infarmation

Scanner Trace Settings

Shared Disk Information

Software Scan Status

Status of Capacity Scan on Virtualization Hosts
Status of Shared Disks Software Scan
WhA Manager Information

|BM License Reporting (L.,
IBM License Reporting (...
IBM License Reporting (...
1BM License Reporting (1.,
IBM License Reporting (...
IBM License Reporting (...
1BM License Reporting (1.,
IBM License Reporting (...
IBM License Reporting (1.
|BM License Reporting (1.,
IBM License Reporting (...

= S R Rl = T

External Sites (2)
= BES Support

< [ 1BM License Reporting (| apajyeic Software Scan Status

I By Filets and Tasks (44]
i@ Baselines j Actieate eactivate | Edit =5 Expart ide Locally Hide Globally EINOVE
Basel (m QA ol Edl E Hide Locally Hide Globally | 3¢ R
b i:] Analyses (14) —
i Computer Groups (0 Description | Details | Results | Applicable Cornputers (1)
?} Actions ()
3 Subscribed Computy
b= P Description

= Custom Sites m
= Operator Sites (03
LDAP Directories (0
k] Roles (0 he

This analysis collects information about the status of the last Initiate Software Scan as well as the date an

< m bd

=
U All Content

'.}'EE BigFix Management

® Click here to deactivate this analysis.

2.2 Installing the scanner

4, Log in to the BigFix console.

5. In the navigation bar, click Sites > External Sites > IBM License
Reporting (ILMT) > Fixlets and Tasks.

6. In the upper right pane, select Install or Upgrade Scanner.

7. Select the installation directory. You can choose the default directory, or
an alternative one. In the latter case, the scanner is installed in the
same path as the BigFix client.

a Use default installation directory:

Windows: C:\Program Files \tivolf\cit
UNIX: Jfopt/tivoli/cit

¢ Use an alternative installation directory:

Windows: <BES Client>\CITBin
UNIX: <BES Client=/CITBin

With this setting, the scanner log files will be placed in the fogs directory under the scanner installation directory.

8. Click Take Action.
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Target | Execution | Users | Messages | Offer | Post-Action | Applicability | Success Criteria | Action Script

Target:
@) Select devices
) Dynamically target by property

) Enter device names

4 1

- [ Applicable Computers (4) Computer Na.. | 05 CPU Last Report Ti...  Le
([ NCO1281112... LinuxRed Hat.. 2400 MHzXeon 2014-06-1214:.. No
f MC91431260... LinuxRed Hat.. 2400 MHzXeon 2014-06-1213.. Mo
ff MC91431261... LinuxRed Hat.. 2400 MHzXeon 2014-06-1214:.. MNo
f MC91431261... LinuxRed Hat.. 2400 MHzXeon 2014-06-1214:. Mo

Tip:

To ensure that the action is applied on all computers that are added in the
future, select Dynamically target by property.

2.3

N =

~N o

Initiating software scans

Log in to the BigFix console.

In the navigation tree, click Sites > External Sites > IBM License Reporting
(ILMT) > Fixlets and Tasks.

Select Initiate Software Scan.

In the lower pane, select the types of scans that you want to initiate.
Different types of scans search for different types of information to
determine whether the software is installed. Generally, all types of scans
should be run regularly. However, you can choose to run different types of
scans at different times or distribute the scan schedule over the
computers in your environment to improve the performance of the import.
Optional: To limit the amount of processor resources that the scanner
consumes, select Initiate the software scan with CPU threshold. Specify
the consumption limit that is in the range 5 - 100. The higher value you
specify, the higher is the consumption limit. For example, if you specify 75,
scanner processes use up to 75% of the processing power of the target

computer.
CPU threshold

Initiate the software scan with CPU threshold

CPU threshold value: 25 (range 5-100)

Select the computers on which you want to initiate the scans.
If you want to specify the dates and frequency of the scans, open the
Execution tab. Specify the details, and click OK.
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=

2.5

1.

Uploading software scan results

Log in to the BigFix console.

In the navigation tree, click Sites > External Sites > IBM License Reporting
(ILMT) > Fixlets and Tasks.

In the upper right pane, select Upload Software Scan Results, and then in

the lower pane, click Take Action.
Fixlets and Tasks

Marne Source Sewerity  Site Applica., Open..
Uninstall Wi Manager Tool L ooy IBM License Rep..  1/1 0
Unset DE0 Made L ooy IBM License Rep., 041 0
Update Wi Manager Tool to version 1.5.6.1 L oo IBM License Rep... 1/1 0
Upgrade to the latest wersion of [BM License Metric Tool 9. High IBM License Rep... 141 ]
Upload Scanner Diagnostic Data L ooy B License Rep.. 041 0
Upload Software Scan Results High IBMA License Rep.. 071 1
WEARMIMG: Endpaints Subscribed to Multiple Sites High IBM License Rep.. 041 0

< 1]

Task: Upload Software Scan Results

|J‘3Take.ﬂ\ction # Edit| Copy |=:Export| Hide Locally Hide Glabally | 3€ Rermowve

Select computers from which you want to upload software scan results.
Open the Execution tab. Specify the details, and click OK.

Target | Execution | Users | Messages | Offer | Post-Action | Applicability | Success Criteria | Action Script|

Constraints

[] Starts on 2014-06-16 at 095514 :

"] Ends on 2014-06-18 at 095514 : client local time
[7] Run between 01:00:00 ~ and 02:53:00 client local time
[] Run enly on Mon || Tue || Wed || Thu || Fri client local time
[] Run enly when Active Directory Path matches
Behavior
On failure, retry 3 = times
0 Wait 1 hour between attempts

@ Wait until computer has rebooted
Reapply this action
@) whenever it becomes relevant again
() while relevant, waiting 15 minutes between reapplications

[ Limit to 3 reapplications
[] Start client downloads before constraints are satisfied

[] Stagger action start times over 5 minutes to reduce network load

Initiating the capacity scan on all endpoints

Log in to the BigFix console.
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2.

In the navigation tree, click Sites > External Sites > IBM License Reporting

(ILMT) > Fixlets and Tasks and select Run Capacity Scan and Upload

Results.

In the lower pane, click Take Action, and choose Click here to schedule

regular capacity scans and uploads of results.

Remove Targeting Exception Low 0/6  Configuration BFI Development 0
i Run Capacity Scan and Upload Results High 6/6 Scanner BFI Development 0 284 KB

Run Capacity Scan on Virtualization Hosts High 0/6 VM Managers BFI Development 0 -
‘ m b
Task: Run Capacity Scan and Upload Results |

jf"’TakeAction@ & Eclitl Copy ;::)Export| Hide Locally Hide Globally| K Remove

I Click here to schedule regular capacity scans and uploads of results. I

Click here to run a single capacity scan and force upload of results.

Open the Target tab and select the computers that you want to scan.
When the scan completes successfully, scan results are automatically

uploaded to the BigFix server.

https://www.ibm.com/support/knowledgecenter/SS8JFY 9.2.0/com.ibm.|

mt.doc/Inventory/planinconf/c manual scan configuration.html

2.6 IBM Software Classification

IBM Software Classification

0 Completed (0%
" 6 Pending (100%) |

G0 to Software Classification

‘% The part numbers file for computer group All Computers has not been
impaorted yet.
If a new part numbers file is available, upload this file.

1. Log in to the ILMT. Click Pending link.
2. Select all the component and confirm it.
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IBM License Metric Tool

porls ~  Manageme;

Software Classificatiol
(Base Report) - (@ RN+ @)~
(Component Name Confirms classification of the selected component or component: |

IBM BigFix Platform Console

IBM License Metric Tool - Server

IBM DB2 Enterprise Server Ediion OEM Limited Use
IBM BigFix Platform Agent

IBM DB2 Enterprise Server Ediion OEM Limited Use

IBM BigFix Platform Server

Confirm
Unconfirm Totection

icense Metric Tool

11.1 IBM DB2 Enterprise Server Ediion OEM Limited Use
9.5 IBM BigFix Patch

11.1 IBM DB2 Enterprise Server Ediion OEM Limited Use

9.5 IBM BigFix Patch

Metric

RVU MAPC

Establishment

Unknown

RVU MAPC

Unknown

RVU MAPC

Computer Name

BRUATERMDB
BRUATERMDB
BRUATERMDB
BRUATERMDB
BRUATERMDB

BRUATERMDB

616 rows (filtered) @ ]

Installation Path

C:\Program Files (x86)\BigFix Enterprise\BES Console\swidtag
C\Program Files\ibm\LMTiso-swid
E:BM\SQLLIB\propertiesiversion

C:\Program Files (x86)\BigFix Enterprise\BES Client\swidtag

E:\Softwares\DB2_ESE_Restricted_Aclivation_11.1\ese_olw...

C:\Program Files (x85)\BigF
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O 6 i 0B S G BRG] € e

IBM License Metric Tool

Name*
Data Source

(| Enable default scan schedule for this data source

management. The application can also connect fo the Web Reporis database to enable Web Reporls users to access the application (optional).
The information that you provide on this panel is used o create a data source. You can configure additional data sources at a later time.

If you enable the default scan schedule, the actions needed to scan your systems will be started on your IBM BigFix server. Ensure that the WebReports component is running on the BigFix
Platform. This option is advised for envirenments with up 1o a few thousand computers. For larger environments, you may want to divide the computers into groups and manually set up the
scan schedule to avoid a performance issue. For more information about manually seffing up scans, see Setfing up scans. For more information about dividing computers inta scan groups

for improved performance, see the Scalability Guide.

Database for the IBM BigFix Server*
Database Type*

DB2 [v]

Host*
BRPRODERMSFSS

Database Name*
BFEnterprise

Authentication
Windows Authentication

IBM BigFix Server®
Authentication (Console Operator)
User Name*
bkradmin

Password*

[] Disable autematic address lookup

Select this oplion 1o enter the host name manually, for
example when the BigFix Server is in a separated
network that uses network address translation (NAT).

Host*

Web Reports Database

Database Type*
SQL Server| v |

Host*

Database Name*

Authentication
Windows Authentication
()SQL Server Authentication

()SQL Server Authentication
User Name User Name
Server AP| Port*
Password Password
Host* Host*
BRPRODERMSPSS
Portt Portt
15:07
s R G E yrn,
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1. ERROR : If Airgap tool returns Error: Error parsing

LicenseServerResponse XML document.
- H 10.2.2.142 |__
d=ssl (6] BM BigFix Server Diagnostics
| server | Services | Web Reports | About | . R
Gmail Imej =22
@ FillDB Service Installed @
5
5] IBM BigFix Administration Tool =
| Masthead Managementl Systermn Options | Advanced Options | Replication | Encryption | Security ‘ Clean Up |
Enhanced security is currently DISABLED
SHA-256 downloads are currently OPTIOMNAL
Enhanced Security requires SHA-256 for all digital signatures and TLS 1.2 for all
Enable Enhanced Security HTTPS communication. Deployment must be completely upgraded to 9.1 or
later. Mote: Server services will be restarted.
) - When SHA-236 Downleads are required, 9.1 or later components will no longer
Require SHA-256 Downloads process action downloads which only specify a SHA-1 hash,
Enhanced security cannct be toggled because one or more prerequisites are pending.
'ZQ:SZ' Gather an updated license from |BM. Gather license now Admin Tool -
4 FPun BESAdmin on the fallowing replication servers:
BRPRODERMOPDE bkrm.com.my (0] Failed to gather an updated license from [BM. The following error occurred: Error
parsing LicenseServerResponse XML document..
@ Unsubscribe from sites which don't support Enhanced Security. Verify that you have access to Intemet.
ok | [ Conce
T
‘ Refresh | | Close ‘
nai Privasi Terma

This will affect the BigFix management site from showing on BigFix console.
Solution:
)] Open BES Admin at C:\Program Files (x86)\BigFix

Enterprise\BES Server > Security tab. Check whether the
license has been gathered. If there are warning as picture, try
clicking on the link Gather license now. If there is popup
indicating the error, it means the license and the files cannot be
downloaded. Check the proxy and ports opened for the server.

1)) I f the BES Admin doesndt shows such we
still returns the same error. Check GatherDB at log C:\Program
Files (x86)\BigFix Enterprise\BES Server\GatherDBData . See
the log and check the problem. If the error shown as below, the
proxy is blocking the files to be downloaded. Check the proxy
and ports opened for the server.

Wed; 11 Jul 20818 19:14:57 +@8@@ -- Invalid file: Ba_r‘.'elineSynchr‘onizationDashboar'd
Wed, 11 Jul 2618 19:14:58 +880@ -- Unexpected exception during gather of site BES Support: class GatheredFilesNotVerified

Note : IBM License Metric Tool is not compatible with Internet Explorer. There
are some button and functions might not functioned properly. Thus, ensure to
install Google Chrome and use Google Chrome as browser to run IBM
License Metric Tool.

le :
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) The Details link cannot be expands and the Upload and Import
History not shown.

1)) The Upload button doesndt i ndi

IBM License Metric Tool

Software Catalog: Catalog Upload

To correctly identify software, ensure that the latest version of the catalog is upload

Cataleg Version Information
Current Catalog Version: 9.212.0

Upload a Catalog File

Catalog file’| Choose File | LMT_Catalog...0-1640.zip

Comments

Every time a newly uploaded IBM catalog is imported, the scanner catalogs are aut

If the automatic distribution fails, you must manually update scanner catalogs. ?

| Upload | ;
¥ Details
Cataleg Version Details

Current Catalog Internal Version: 1312286 (06/20/2018 07:32 PM)
Charge Units: 1312286

[ T SRR R [ Ny 1y R

cat e

_ -
Q@—mﬁ b License Metric Toak on. R

IBM License Metric Tool AReports - Management - G)

Software Catalog: Catalog Upload [] Send Fesdback

To correctly identify software, ensure that the latest version of the catalog is uploaded. You can also upload the charge units file. The catalog, charge units file, or both will be imported during the next automatic import

Catalog Version Information
Current Catalog Version: 9.2.12.0

Upload a Catalog File

Catalog file* Browse..

Comments

Every time a newly uploaded IBM catalog is imported, the scanner catalogs are automatically distributed to the endpoints
If the automatic distribution fails, you must manually update scanner catalogs. (%)

¥ Details

Catalog Upload page on Internet Explorer
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IBM License Metric Tool: X IBM Knowledge Center

L C A Notsecure | hips//brprodermspss:2

IBM License Metric Tool Reports *  Management ~

Software Catalog: Catalog Upload =] Send Feedback

To correctly identify software, ensure that the latest version of the catalog is uploaded. You can also upload the charge units fie. The catalog, charge unils file, o both wil be imported during the next automatic import

Catalog Version Information
Current Catalog Version: 92120

Upload a Catalog File

Catalog file’] Choose File | No file chosen

Comments

Every time a newly uploaded IBM catalog is imported, the scanner catalogs are automatically distriouted to the endpoints.

If the automatic distribution fais, you must manually update scanner catalogs. (2

Upload
¥ Detals
Catalog Version Details

Current Gatalog Intemal Version: 1312286 (06/20/2018 07:32 PM)
Charge Units: 1312286

Upload and Import History

Uploaded By Uploaded At Content Internal Version Catalog Format Date Imported At Status Comments
bkradmin O7/11/201802:40PM Charge unit data 1312086 Other 071220181200 AM  Success
bhradmin 7T/11/2018 02:40PM  Catalog XML fie 1312286 Canorical 2 0B/20/201807:32PM  [O7/12/20181200AM  Success
SYSTEM 07/10/201809:50PM Gharge unit data 312286 Otner 07/0/20180950PM  Success
SYSTEM 07/10/2018 0950 PM  Gatalog XML fie 1312286 Canorical 2 0B/20/201807:32PM  O7/10/20180950PM  Success

Catalog Upload page on Google Chrome
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2. ERROR : Authentication 7 cannot be blank and is invalid
- IT-

P-8c % O IBM License Metric Tool | | A
o 2
-
Host bkradmin Host* A
BRPRODERMSPSS Password
Database Name* Database Name*
BFEnterprise [ Disable automatic address lookup
Authentication Select this oplion 1o enter the host name manually, for Authentication

example when the BigFix Server is in a separated
network that uses network address translation (NAT).
Host*

User Name User Name
Server AP| Port*

(@) Windows Authentication indows Authentication

()SQL Server Authentication

L Server Authentication

Password Password

Host* Host*

BRPRODERMSPSS

Port Port*

50000

Database Name™ Database Name™

BFENT

Authentication Authentication

User Name* User Name
sa

cannot be blank and is invalid Password*

v
Il & s XTI

When filling the form to build the database,
be filled as it is signing in as Windows Authentication. However, despite of

choosing Windows Authentication, if the error is still coming out, check again

the Security status of the database in SQL Management Studio.

Solution: Right click on the server > Properties > Security > Follow the
instruction #98 in ILMT Installation Guide 2.0

Microsoft SQL Server Management Studio - 8| x
File Edit View Debug Tools Window Help

Pl S @ ANy BRBG|I L R -o-8-5(8] v = I -

Object Explorer
Connect~ 3 3 m 7 (2] 5
Y] crRODERNIS?55\SOLEXPRESS 50l Sever 11.02100 - BRPRODERMISPS5 e
= [ Databases
% [3 System Databases Disconnect
& [J APP_LMT Register,
& [ BESReporting
% [ BFEnterprise
= 3 Security Activity Monitor
= [ Logins
&, #2MS_PolicyEventProcessingLogin®# Za
£, ##M5_PolicyTsqlExecutionLogin# Stop
A bkradmin Maza
A BRPRODERMSPSS\Bkradmin
25 BUILTIN\Users
A NT AUTHORITYASYSTEM
A NT Service\MSSQLSSOLEXPRESS el
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
% [3 Server Roles Start PowerShell
& [ Credentials
® [ Server Objects
® [ Replication Refresh
# [ Management Properties

Connect...

New Query

Resume
Restart

Facets

Reports

1426
s BEE G B g,
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8 Serpt = [ Help

Server authentication

g téonn:dior;s ) Windows Authertication mode
%4 Database Settings
j Advanced ® 50L Server and Windows Authentication mode

[ Pemissions

Login auditing
) None

(® Failed logins onhy

() Successful logins only

) Both failed and successful logins

Server proxy account
[ ] Enable server prowy account

Prosy account: |

Connection |.mm

Password:

Server:
BRPRODERMSPSSYSQLEXPRE Options

Connection:
BRPRODERMSPSS Bhlradmin

!g View connection properties

] Enable C2 audi tracing
[] Cross database ownership chaining
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3. ERROR : Specified Database was not found

e@|§ fsetup) O = @ Certificate er.. & (5 1BM License Metric Tool | | ok 3
IBM License Metric Tool G) 2
Platform. This option is advised for envirenments with up 1o a few thousand computers. For larger environments, you may want to divide the computers into groups and manually set up the
scan schedule to avoid a performance issue. For more information about manually setting up scans, see Setfing up scans. For more information about dividing computers into scan groups ~
for improved performance, see the Scalability Guide.
Database for the IBM BigFix Server* IBM BigFix Server® Web Reports Database
Database Type Authentication (Console Operator) Database Type
SQL Server|v SQL Server| v
~ User Name* ™~
Host blkradmin Host*
JERMSPSS\Bkradmin| X Password
T T Database Name'
BFEnterprise [] Disable automatic address lookup
The specified database was not found. Select this option to enter the host name manually, for  Authenfication
Adthenticats evalvnm;t:vhlen the B\tg\lekSe.:/jer is E: sle,:iara:i&n @ Windows Authenication
network that uses network address translation
uthentication Host* (7)SQL Server Authentication
(@ Windows Authentication 05t -
(SQL Server Authentication User Name
Server API Port*
User Name
Password
Password
Host*
Host*
BRPRODERMSPSS Port
Port*
50000 Database Name'
Database Nama™
BFENT Authentication
. User Name*
Authentication V]
User Name*
B e 2 = 1 | BT 15:19
=)
_ / - (o= N SE - 3
=5 elalElea] <] T 8 orans

This error appears indicating there are errors during BigFix installation. The
databases were already exists before the installation finished. This happens
when the installed BigFix is re-installed but the databases were not deleted
before the installation. Thus, when the reinstallation of BigFix is running, the
database cannot be created (as there is database with the same name
existed). As a result, the database cannot be detected by the server.

Solution:

Uninstall all BigFix > Delete all the databases > Re-install the BigFix

Notes : Ensure all databases are deleted before re-install the BigFix. To
delete, right click on the selected database, and click delete.
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Microsoft SQL Server Management Studio ‘

|9 - -L- x| b |2 |
Object Explorer

Connect~ 4/ ) m f_zjcs
= | BRPRODERMSPSS\SQLEXPRESS (SQL Server 11.0.2100 - BRPRODERMSPSS\Bkradmin)
= (3 Databases
o | System Databases
# | J APP_LMT
+ | J BESReporting
# | J BFEnterprise
= [ Security
= 3 Logins
&, #2MS_PolicyEventProcessinglogin®#

&, #2MS_PolicyTsqlExecutionLogin®#
A bkradmin
A BRPRODERMSPSS\Bkradmin
o] BUILTIN\Users
A NT AUTHORITY\SYSTEM
A NT Service\MSSQLSSQLEXPRESS
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
# [ Server Roles
# [ Credentials
+ 3 Server Objects
+ [ Replication
+ [ Management
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Q IBM BigFix Console =|a] x
File Edit View Go Tools Help
G Back v W Forward = ) Show Hidden Content | ¢ Show Non-Relevant Content | ¥ Refresh Console
All Content Action: Install VM Manager Tool 1.7.1.0 of
(3 Operators (1) ~| [\ stop| Copy [BsExport | 3¢ Remove
a [F) Sites (3)
4 |5 Master Action Site Summary | Reported Computers (1) | Target |
p [y Fixlets and Tasks () File Status Details
[ Baselines (0) ~
& Analyses (0) unzip.exe Complete Cached on Server
i Computer Groups (0) VMManagerDataCollector 20180620-2309 windows %86_64 zip  Downloading 188 MB of 188 MB downloaded- 99 99%
b e Actions (23) !
[ Subscribed Computers (1) VMManagerDataCollector-20180620-2309-windows-386 zip Failed  [+] Download “Error processing completed download
I [ By Active Directory errar: Requested sha1
b B By Retrieved Properties c5a76d58e6c899dCTbTdT 1eaaB258a19d5c
& By Group does not match actual shaf
5 Files (01 3cdd3bbef701d76442070a29ad32127a7e03
a [ External Sites (2) VMManagerDataCollector-20180620-2309-inux-x86_64 zip Failed  [+] Download "Error processing completed download
» 5 BES Support emor  Requested shat
4 5/ 1BM License Reporting (ILMT) v& Bfa16bi 1a708fa47c4eble072088a5ad62c.
1 [ Fixlets and Tasks (42) does not match actual shal
) Baselines (0 g 86632b255dd Ibeb628b4125316635757e793d
b (& Analyses (14) VMManagerDataCollector-20180620-2309-inux 1386 zip Downloading 128 MB of 128 MB downloaded: 99 98%

[ Computer Groups (0)

(@ Actions ()
I [ Subscribed Computers (1)
[ Custom Sites (0} ~ Source

Operator Sites (0)
P LDAP Directories (0) This action's source is the Task "Install VI Manager Tool 1.7.1.0" in the "IBM License Reporting (ILMT) va" site.
i Roles®) ~
() ANl Content
~ Behavior
@ BigFix Management
- Messages
@‘: Systems Lifecycle No user interface will be shown before running this action. ©
» | < ) ) >
Connected to 'BRPRODERMSPSS.bkrm.com.my' as user ‘bkradmir
H—| = o 1552
&g L0 € S BTG e 2
In a case of file cannot be downloaded, check whether the proxy or your
internet connection has no restrictions to access to http://www.bigfix.com . To
check, click the [+] Download error button, and copy the URL indicated. Paste
on the browser and see if any file is downloading or not. If the file cannot be
downloaded, this shows that there are restrictions on the proxy ports and
Internet connections.
6 1BM BigFix Console -|a
File Edit View Go Tools Help
@ Back v W Forward = | [ @) Show Hidden Content | ¢ Show Non-Relevant Content | ¥ Refresh Console
All Content Action: Install VM Manager Tool 1.7.1.0 o
& Operators (1) ~ | @ Stop| Copy [%:Export| 3¢ Remove
4 [Z) Sites (3)
a 5] Master Action Site Summary ‘Reportad Computers (1) | Target |
p B Fixlets and Tasks (2)
[ Baselines (0) ~
@) Analyses (1) ~ Status
f? Computer Groups (0
» B Actions (25) 0 Applicable Computers
< (5 Subscribed Computers (1) ‘ Status =~ Count  Percentage
b (5 By Active Directory
I [ By Retrieved Properties
£ By Group
[ Files ) ~ Downloads
4 [E]) Bxternal Sites (2)
b 5 BES Support File Status Details
4 ) IBM License Reporting (ILMT) v&
b [ Fixlets and Tasks (42) unzip.exe Complete  Cached on Server
[ Baselines (1) =
b &) Analyses (14 VMManagerDataCollector-20180620-2309-windows-x86_64.zip ~ Complete  Cached on Server
% ED'T‘F“(:’]G'””F’S © VMManagerDataCollector-20180620-2309-windows-i386 zip Complete  Cached on Server
ctions
1 [ Subscribed Computers (1) VMManagerDataCollector-20180620-2309-linux-x86_64 zip Complete Cached on Server
=
;:zz:f;z:?m VMManagerDataCollector-20180620-2309-linux-i386.zip Complete Cached on Server
[ LDAP Directories (0)
i Roles) v
() Ancontent Nacourco
@\ BigFix Management This action's source is the Task “Install VM Mzanager Tool 1.7 10" in the "IBM License Reporting (ILMT) v8" site.
57 Systems Lifecycle
- ~ Behavior | v

Connected to 'BRPRODERMSPSS.bkrm.com.my' as user ‘bradmir,
1801 |

q:TJH]]@H€| < BB NGy,

(=1L >

Ensure all the files are successfully downloaded. Indicator : Cached on server.
And the status will turn Status: Completed

76


http://www.bigfix.com/

ILMT Installation Guide

After enabling ILMT site, there are few minutes of waiting time before IBM
License Metric tool fixlet can be downloaded. On Computer Subscriptions tab,
all buttons for computer subscriptions is disabled by default. After the waiting
time passed, the button will be enable for you to change the setting.
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